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Abstract

This paper presents an innovative Soft Design Science Methodology for im-
proving information systems security using multi-layered security approach.
The study applied Soft Design Science Methodology to address the problem-
atic situation on how information systems security can be improved. In addi-
tion, Soft Design Science Methodology was compounded with mixed research
methodology. This holistic approach helped for research methodology trian-
gulation. The study assessed security requirements and developed a frame-
work for improving information systems security. The study carried out ma-
turity level assessment to determine security status quo in the education sector
in Tanzania. The study identified security requirements gap (IT security con-
trols, IT security measures) using ISO/IEC 21827: Systems Security Engineer-
ing-Capability Maturity Model (SSE-CMM) with a rating scale of 0 - 5. The
results of this study show that maturity level across security domain is 0.44
out of 5. The finding shows that the implementation of IT security controls
and security measures for ensuring security goals are lacking or conducted in
ad-hoc. Thus, for improving the security of information systems, organisa-
tions should implement security controls and security measures in each secu-
rity domain (multi-layer security). This research provides a framework for
enhancing information systems security during capturing, processing, storage
and transmission of information. This research has several practical contribu-
tions. Firstly, it contributes to the body of knowledge of information systems
security by providing a set of security requirements for ensuring information
systems security. Secondly, it contributes empirical evidence on how informa-
tion systems security can be improved. Thirdly, it contributes on the applica-
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bility of Soft Design Science Methodology on addressing the problematic
situation in information systems security. The research findings can be used
by decision makers and lawmakers to improve existing cyber security laws,
and enact laws for data privacy and sharing of open data.
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Soft Design Science, Information Systems Security, Design Science Research,
Soft Systems Methodology, Multi-Layered Approach

1. Introduction

The advancement of information communication technologies (ICT) enabled
the integration of information systems in cyberspace which is accessible through
the Internet and mobile based platforms. Recently, researchers have shown an
increased number of cyber crimes affecting information systems in cyberspace.
A study by [1] revealed that 12.8% of users in the education sector in Tanzania
experience cyber-attacks due to visiting unhealthy websites; 63.29% of e-mails
received by users are spam. Thus, security of information in information systems
during capturing, processing, storage, and transmission is questionable. This is
evidenced by past studies, such as [2] argued that the number of security inci-
dents exploiting security holes in the information systems in cyberspace is in-
creasing. One of the notable security holes is a heart-bleed attack. A study by [2]
found that 89% of the universities information systems in cyberspace were vul-
nerable to heart-bleed attack. The heart-bleed attack is the vulnerability in Open
SSL cryptographic software, and allows stealing of the protected information
such as username, password, and private certificates in memory of the computer.

Further, [3] argued that many systems security problems are contributed by
lack of integrating systematic research methodology, standard security guideline,
and principles, security awareness training, and secure coding practices in sys-
tems development life cycle. A study by [3] revealed that security awareness
training is lacking or conducted in ad-hoc with a mean of 0.59 and standard de-
viation of 0.499 in rating scale of 0 - 5 of the System Security Engineering Capa-
bility Maturity Model (SSE-CMM).A study by [3] revealed that secure coding is
non-existence or practiced in ad-hoc; with a mean of 0.33 and standard devia-
tion of 0.516 in rating scale of 0 - 5 of SSE-CMM. These contribute to the prob-
lem of the insecure systems which requires security improvement to ensure se-
curity goals (confidentiality, integrity, and availability) are guaranteed. These
security problems are contributed by human factor involvement in security. Ac-
cording to a study by [3], come out with the integration of Soft System Method-
ology and Design Science Research in solving information systems security
problematic situation. The results of this integration termed as Soft Design Sci-
ence Methodology; it has been employed in this study to tackle a problematic
situation on how information systems security (ISS) can be improved.

Different approaches have been employed in tackling this wicked problematic
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situation on how ISS can be improved. These approaches lack multi-layered se-
curity integration with Soft Design Science Methodology. Many people make the
mistake of believing that building security into information systems (ISs) is sim-
ply a matter of referring to a checklist [4] of technical and procedural controls
and applying the appropriate security measures on the list. The checklist ap-
proach also fails [4]; because many people focus on checking that the links in the
chain exist but do not test that the links actually fit together to form a secure
chain system. Thus, various studies have tried to address this problem on how to
improve the security of information in information systems; but these ap-
proaches lack multi-layered security integration with Soft Design Science Meth-
odology. Thus, the current study addresses the messy problematic situation on
how ISS can be improved; using multi-layers security integration with Soft De-
sign Science Methodology. This is a methodology for tackling real world messy
problematic situation involving human factor, such as how to improve informa-
tion systems security.

This research has several practical contributions. Firstly, it contributes to the
body of knowledge of information systems security by providing a set of security
requirements for ensuring information systems security. Secondly, it contributes
empirical evidence on how information systems security can be improved.
Thirdly, it contributes on the applicability of Soft Design Science Methodology
on addressing the problematic situation in information systems security. Fourth-
ly, this research provides a framework for enhancing information systems secu-
rity during capturing, processing, storage and transmission of information.

The paper is organized as follows: Section 1: presents an introduction, prob-
lem statement, and main research objective and research question. Section 2
presents the related works, the theoretical foundations of research methodology:
Soft Design Science Methodology, and research gap. Section 3 presents the ma-
terials and methods employed in this study. Section 4 presents the root defini-
tion of the problem and requirement analysis using CATWOE analysis. Section
5 presents the results findings and discussion. Section 6 describes the proposed
framework for tackling real world problematic situation and filling in the identi-
fied research gap. Section 7 presents the research study contributions in this

study. Finally, section 8 presents the conclusion and recommendations.

1.1. Problem Statement

Information systems security (ISS) is the protection of information and infor-
mation systems (ISs) from unauthorized access, use, disclosure, disruption,
modification, or destruction in order to provide confidentiality, integrity, and
availability [5] [6]. Information security management incorporates the identifi-
cation of information resources used by organisations, development, and im-
plementation of policies, standards, guidelines, and procedures to protect those
resources (assets) [5]. Ensuring ISS, by ensuring security goals (confidentiality,
integrity, and availability) of information manipulated by computing systems is

a long-standing yet increasingly wicked, messy ill-defined problematic situation
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facing information systems in cyberspace. The numerous technical advances in
ICT do not always produce more secure environments for information systems
in cyberspace. Therefore, the information systems security problem in cyber-
space cannot be understood or described as solely a technical problem. Informa-
tion systems are operated by people and this means that information systems
security is also a human factor issue [7] [8] [9] [10]. Human factors influence
how individuals interact with information systems security technologys; it is this
interaction that is often detrimental to the security of information systems in
cyberspace [10]. The threats/risks resulted from human factors includes cyber-
crimes such as hacking, phishing attacks, SMiShing attacks, social engineering
attacks, insider attacks (employees sabotages, consultants, contractors, vendors),
data theft and leakages [5] [10] [11].

The existing models, frameworks, and standards for addressing the security of
information systems in cyberspace are inadequate [4] [5] [12]-[22] practical
techniques for enforcing them are unsatisfactory. Within an information system,
for any given moment, information is found in one or more of the four states;
during capturing, processing, storage, and transmission. The security require-
ments for ensuring the security of information in information systems should be
defined in each information states. Ensuring security of information during
capturing, processing, storage, and transmission in information systems is de-
batable due to failure to ensure security goals (confidentiality, integrity, and
availability) in information systems. The solution for tackling a problematic
situation involving human factor, need a multi-layer security approach integra-
tion with Soft Design Science Methodology. The main research problem is to
tackle the real world messy, wicked problematic situation involving human fac-
tor; how information systems security can be improved, the case of the educa-
tion sector in Tanzania. The study adopted Soft Design Science Methodology to

guide the research process.

1.2. Objective of Study

The main objective of this study was to tackle the messy, wicked, complex prob-
lematic situation on how information systems security can be improved. The
study assessed security requirements and developed a framework for improving
the security of information during capturing, processing, storage and transmis-
sion in information systems; using multi-layered security approach integration

with Soft Design Science Methodology.

2. Related Works and Theoretical Foundations of Research
Methodology

This section presents the related works to this study and the methodology em-

ployed to guide the research work.

2.1. Related Works

Various studies have tried to address the problem of how information systems
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security can be improved, using different approaches. Some of these studies in-
clude, a study by [12] focused on improvement of the ICT security management
process in non-commercial organisations. A study by [15] proposed framework
using rule-based approach. A study by [23] proposed a multi-layer model for
e-government information security assessment. A study by [24] focused on en-
hancing the governance of information security in developing countries (the
case of Zanzibar). All these studies lacked the soft system thinking multi-layer
security integration approach. This approach is effective for tackling wicked,
messy problematic situation involving human factor. Any security system, no
matter how well designed and implemented, will have to rely on people [10].
The human factors play a crucial part in the majority of security incidents af-
fecting information systems in cyberspace. Implementing appropriate technical
solutions alone still, fail to handle the human factor which results in insecure
systems [10] [11].

The existing models, frameworks, and standards have limitations. For exam-
ple, SABSA [4], 1SO27001/2 [13] [14], McCumber [16] and COBIT 5 [25] [26]
for information security have limitations. These standards, frameworks or mod-
els are too general, need customization and are based on the general environ-
ment not targeted environment (education sector in Tanzania). Thus, some have
limitations with respect to the research problem and research objective. Today’s
sophisticated attacker’s strike across multiple layers. That means that our secu-
rity must also be layered. Layered security refers to security systems that use
multiple components to protect operations on multiple levels or layers [27].
Multi-layered security approach without integration with the soft system think-
ing approach is ineffective for addressing the wicked, complex problematic
situation involving human factor. Thus, to address the wicked, complex prob-
lematic situation involving human factor, such as how information systems se-
curity can be improved; the study adopted multi-layered security approach inte-

gration with Soft Design Science Methodology.

2.2. Theoretical Foundations of Research Methodology:
Soft Design Science Methodology

The Soft Design Science Methodology [3] [28] merges the common Design Sci-
ence Research (DSR) process (design, build-artifact, evaluation) [29] [30] to-
gether with the iterative Soft Systems Methodology (SSM). The design-build ar-
tifact evaluation process was iterated until the specific requirements were met
[31] (Figure 1 and Figure 2).

2.2.1. Design Science Research

Design Science Research (DSR) is the research methodology used for creation
and evaluation of artifacts for information models (abstractions, architects,
frameworks, conceptual systems intended to solve an identified fuzzy organisa-
tional problem [32] [33] [34] using behavioural and design science paradigms
[33] [35]. Information systems artifacts are broadly defined as constructs (vo-

cabulary and symbols) [36], models, representations, methods (algorithms and

%%
035: Scientific Research Publishing

145



M. Mshangi et al.

practices), and instantiations (implementation of systems, and prototype sys-
tems) [36]. The design is a wicked problem by itself based on the following crite-
ria: requirements and constraints are unstable; complex interactions among
subcomponents of the problem and resulting subcomponents of the solution;
inherent flexibility to change artifacts and processes; dependence on human
cognitive abilities and dependence on human social abilities. DSR has gained
significant acceptance within the design work on technology solution but it lacks
the socio-technical concern [35] [37] which is a vital component in the concep-
tualization of artifact development. In this study, the weakness of DSR was ad-
dressed by the strength of Soft Systems Methodology and vice versa (Figure 1
and Figure 2).

2.2.2. Soft Systems Methodology

Soft Systems Methodology(SSM) is the methodology which assists people in
solving a complex, messy problem in the organisation by using systems rules and
principles that allow structuring your system thinking about the real world [38]
[39]. The real world problematic situation in this study is how to improve the
security of information during capturing, processing, storage, and transmission
in information systems. At the heart of SSM is a comparison between the world
as it is, and some models of the world as it might be [40]. Out of this comparison
arise a better understanding of the world (“research”) and some ideas for im-
provement (“action”) [39] [40]. The SSM has seven stages; some of them address
the real world, and some of them perhaps the most important parts address a
conceptual world (Figure 1).

Applying the seven stages of SSM (Figure 1); soft systems thinking seeks to

7 .
Action to improve the Taking action

problem situation

1

The problem
situation unstructured

6
Feasible and
desirable changes

Fmdmg out

2
The problem situation
structured s/~ S CompPdr e .
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Root definition of
relevant systems

Formal system
concept

4b
Other system
thinking

System thinking

Source: [39] [41].

Figure 1. Stages of SSM.
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explore the “messy” problematic situations that arise in human activity [42] [43].
SSM is a process of seven stages of analysis which uses the concept of a system of
human activity as a means to get from the “finding” of the problematic situation
(wicked/complex problem) to “taking action” to improve the situation [31] [42].
The SSM has strengths and weaknesses. One of the strengths of SSM is in solving
complex messy problematic situations. One of the weaknesses of SSM is that it
does not deal with implementation issue [44] [45]. The SSM was integrated with
DSR methodology (this integration formed Soft Design Science Methodology)
[3]; the weaknesses of one were complemented by the strengths of other. In this
study, Soft Design Science Methodology was employed in the design and devel-
opment of a framework for enhancing information systems security. Soft Design
Science Methodology was employed in the creation of this artifact. The devel-
oped artifact was compared with the real world in circular fashion (Figure 1 and

Figure 2) until an optimal framework for enhancing ISS was obtained.

2.3. Research Gap

The application of information security technologies does not always result in
improved security for information systems in cyberspace. Technology is quite an
essential part relating to securing information resources (assets) but people are
responsible for design, implementation, and operation of these technological
tools for enhancing information systems security during capturing, processing,
storage, and transmission. The solution for tackling a problematic situation in-
volving human factor, need a multi-layer security approach integration with Soft
Design Science Methodology. There have been a number of valuable studies re-
lated to improving the security of information systems, such as studies by [12]
[15] [16] [24] [35] [37] [46]-[51] and others. However, none of these studies
were carried out for improving information systems security using multi-layered
security approach integration with Soft Design Science Methodology.

These past studies have not addressed the identified research gap; for example,
a study by [50] focused on ensuring security and privacy of electronic patient
records (case of the hospital). A study by [15] proposed a framework based on
Microsoft advanced analytics model [17] [18] (STRIDE threat model). This lacks
soft systems thinking approach, and it is a vendor based model which implies
extension to other environments, not guarantees to give desired results. A study
by [24] proposed a framework for information security culture case of Zanzibar;
this may not work in the education sector in Tanzania as culture differs from
one sector to another. Hence, creates a research gap, for this study, on how the
security of information systems in the education sector in Tanzania can be im-

proved.

3. Materials and Methods

The study employed qualitative and quantitative research method for data col-
lection [52] [53]. The quantitate methods employed were surveyed question-

naires (management staff, end users, and IT staff). The qualitative research me-
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thods employed were semi-structure interview using electronic assessment tools
[54] for focused group/individuals, participant observation and documentary
review [55] [56]. The data collection was conducted in seven organisations un-
der study in the education sector in Tanzania [57] [58]. The seven organisations
selected are those which are mainly involved in the education assessment and
management of education in Tanzania, because of their high impact on the
whole sector. In this study, the names of the seven selected organisations re-
ferred as K, L, M, N, O, P and Q [57] [58] were not disclosed for confidentiality
purpose. In this case, the level of analysis is organisational.

The research involved collection of quantitative and qualitative data from
seven organisations (Table 1) to answer the research question, how can infor-
mation systems security (ISS) be improved?. The sample size for this study was
154 respondents from seven organisations in the education sector. The distribu-
tions of these respondents are presented in Table 1. This sample was selected
using purposive and stratified random sampling techniques. Purposive sampling
relies on the judgment of the researcher when it comes to selecting the units
(e.g., people, cases/organisations, events, pieces of data) that are to be studied
[55] [56]. The selected respondents in this study were those involved in the
managing of ICT and security of information systems; procurement decisions of
ICT equipment/accessories; ICT use and compliances. The respondents were se-
lected based on the organisation structure. Taking into account these aspects, the
purposive sampling technique was the optimal choice for sampling design. The
respondents (Table 1) were comprised of top management (Permanent Secre-
tary, Commissioners, and Chief Executive Officers), senior management (Di-
rectors, Chief Financial Officers, Divisions/ Head of Departments), Operations
management (Head of Units/Sections), ICT experts (Network/Systems Admin-
istrators, IT Security Specialists and other ICT Staff); and end users (operations
staff who interact with information systems and know the business processes)
from the 7 organisations under study.

A stratified random sampling was used to select respondents for end users of
information systems from sampling frame (list of all end users of information

systems for 7 organisations under study) based on the research question. The

Table 1. Respondents.

Organisation
Respondents Total
o P L M Q K N
ICT staff 4 2 3 20 4 3 4 40
Management staff 4 5 4 21 6 5 5 50
End Users of information systems 2 3 4 19 5 2 3 38
Total Respondents (Sample) 11 12 12 74 18 13 14 154
Total Actual Respondents 10 10 11 60 15 10 12 128
Survey Response Rate% 91% 83% 92% 81% 83% 77% 86% 83%

Source: [57] [58].
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Figure 2. How Soft Design Science Methodology was used in this study (adapted from
(31] [42]).

sampling frame was divided into 7 strata (strata K, L, M, N, O, P, and Q) com-
prising of end users of information systems from 7 organisations. The respon-
dents from each stratum were selected using random sampling [55] [56].

Due to the nature of the research problem, SSM (Figure 2) was adopted to
manage the analysis of data in a systematic way and circular fashion. Collected
data were first cleaned and coded before being analysed. In cycles i = 1, 2, 3 in
Figure 2, the survey data were analysed to determine security requirements (IT
security controls; security measures to ensure security goals of information secu-
rity are guaranteed). The analysis was done in cycle i = 1 for management staff
(Sj,j =1); cycle i = 2 for ICT Staff (Sj, j = 2); cycle i = 3 for end user of informa-
tion systems (Sj, j = 3). Out of these comparisons give relevance systems of pur-
pose which require improvement. The validity and reliability of data were de-
termined. The analysis of the collected data in each cycle (Figure 2) was done
using “R statistical computing package” based on SSE-CMM [59]. R is a software
language for carrying out complicated (and simple) statistical analyses [60] [61].

The SSE-CMM, with a rating scale of 0 - 5: minimum 0 and maximum 5 was
used; 0—not performed (non-existent); 1—performed informally (unplanned/

ad-hoc); 2—partially implemented (planned); 3—implementation is in progress
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(planned and tracked); 4—fully implemented (well defined and auditable); 5—
fully implemented and regularly updated (monitored and audited for compli-
ance). Validity and reliability of data were controlled. Cronbach alpha [62] [63]
was used to test the reliability of survey questionnaires. The Cronbach alpha in
this study was found to be 0.901, which is above 0.7. Thus, survey questionnaires
in this study were reliable. The analysis was repeated for semi-structured inter-
view data, participant observation, and documentation review. The data were
coded and analysed using R, managed by SSM (Figure 2) in a circular fashion
for cyclesi =1, 2, 3... and §j, j = 1, 2, 3 ... The findings from this study were de-

scribed and presented in form of charts, figures, and graphs.

4. Root Definition of the Problem and Requirements Analysis

The problem root definition and requirements analysis were determined using
CATWOE analysis. The CATWOE analysis was employed to determine root
definition [42] of the complex, real world problematic situation on how to im-
prove information systems security. The CATWOE [64] [65] is a mnemonic
with 6 elements denoting Customer/Client, Actors, Transformation, Weltan-
schauung, Owner and Environmental Constraints.

The study applied the CATWOE analysis to tackle the problematic situation
on how to improve ISS by asking at least three questions. The questions asked
includes: what the study is trying to achieve (W)?; How (T)?; what constraints it
(E)? [66] [67]. In answering what is the study is trying to achieve, CATWOE
analysis was used to explore the security requirements for ensuring security
goals (CIA) are guaranteed for information during capturing, processing, stor-
age, and transmission in information systems. In answering the Aow (T) ques-
tion of CATWOE analysis, the inputs were security requirements (IT security
measures and security controls) [67]. The results of CATWOE analysis in this

study are summarized in Figure 3.

5. Results and Discussions

The results findings for analysed data address the research question on “how the
information systems security can be improved?” To address this research ques-
tion, the study carried out an assessment of the institution information security
maturity level to determine security requirements for improvement based on
domain security maturity level. The security domains for improving ISS include
risk management (ISO4); security policy (ISO5); organisation of information
security (ISO6); asset management(ISO7); human resources security (ISO8);
physical and environmental security(ISO9); communications and operations
management (ISO10); access control(ISO11); information systems acquisition,
development, and maintenance (ISO12); information security incident man-
agement (ISO13); business continuity management(ISO14); and compliance
(ISO15).

The data analysis was managed by SSM (Figure 2) in a circular fashion by

executing every cycle i for a given iteration cycle (i = 1, 2, 3, ... n) for each secu-
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Figure 3. CATWOE analyses on how ISS can be improved (adapted from [67] [68]).

Table 2. Security domains maturity level.

Security Organisation )
domain Average Implementation
L K (¢} M P N Q

ISO4 0.5 0 3 2.5 0 0.5 0 0.93 19%
1SO5 0 0 0.67 0.67 0 0.67 0 0.29 6%
1SO6 0 0 0.67 0.67 0 0.33 0.33 0.29 6%
1807 1 0 1 0.5 0 1 1 0.64 13%
ISO8 0.4 0.4 0.8 0.4 0.4 0.8 0.8 0.57 11%
ISO9 1 0.5 0.75  0.75 0.5 0.75  0.75 0.71 14%
ISO10 074 037 042 105 011 037 0.84 0.56 11%
ISO11 0.67 0.08 0.42 0.58 0 0.17 0.5 0.35 7%
ISO12 0.38 0 0.5 0.75 0 0.25 0.5 0.34 7%
ISO13 0 0 0 0.5 0.5 0 0.5 0.21 4%
ISO14 1 0 0 0 1 0 0 0.29 6%
ISO15 025 025 025 025 0 0 0.25 0.18 4%
Overall

maturity 0.49 0.13 0.71 0.72 0.2 0.39 0.44 0.44 9%

Source: [57] [58].

rity domain (j = 1, 2, 3, ... n which correspond to ISO4, ISO5, ..., ISO13, ISO, 14,
ISO15). The results finding depicts that maturity level across security domain is
0.44 (19%) out of 5 in SSE-CMM rating scale of 0 - 5 (Table 2). The finding

shows that implementation of security controls/countermeasures for most in-
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formation security domain is lacking. Thus, in order to improve the security of
information systems, organisations should implement security controls/ coun-
termeasures in each security domain.

The collected data were analysed and visualised using time line series graph to
portray maturity level of seven organisations under study. From the graph
(Figure 4), the study portrays that maturity level across domain is below 1 out of
5 in SSE-CMM rating scale 0 - 5. The highest maturity level is 0.93 for risk man-
agement (ISO4) and the lowest security domain maturity level is 0.18 for com-
pliance (ISO15). The study found that maturity level across security domains is a
time series graph with curve line having an average maturity between 0 and 1
out of 5 optimal maturity levels in SSE-CMM rating scale 0 - 5. Thus, ensuring
the security of information systems in Tanzania education sector is questionable.
For improving the security of information systems, organisations should imple-
ment security controls/countermeasures in each security requirement domain.

Further analysis was done using radar/spider chart analytical tool. The choice
of radar analytical tool was based on the nature of research question which in-
volved multivariate observations sharing similar characteristics (security matur-
ity levels in SSE-CMM rating scale of 0 - 5). The radar chart was used to tackle
the research question on how the information systems security can be improved.
The radar chart was used to visualize multivariate observations for institutional
maturity level across security requirements domains. Figure 5 depicts a radar
chart for institutional security maturity across security requirement domains.
The radar shows that the institutional security maturity is similar across security
requirement domains centred within radii of less than 1 in SSE-CMM rating
scale of 0 - 5 radii. Further, the study found that the highest radii are 3.0 for risk
management (ISO4) in organisation O followed by the radius of 2.5 in organisa-
tion M. The rest of organisations under study have radii below 1.0 out of 5 in
SSE-CMM rating scale of 0 - 5. For improving ISS, organisations should view
security as a system with multi-layers composed of different security require-
ments domains interrelated to each other (Figure 5).

The study revealed that maturity level across security domain is 0.44 out of 5

6
5
4
3
2

Maturity level

1 \_/h’\
0
ISO |[1SO | I1SO | ISO | ISO | ISO | 1SO | I1SO | ISO | ISO | ISO | I1SO
4 /5 67|89 |10 11 1213 14|15
=== Security domain maturity 0.93/0.29/0.29/0.64/0.57/0.71/0.56/0.35/0.34/0.21/0.29/0.18
= Optimal level 5 5/5|5|5, 55|55 |5 ]5]5

Security domain

Figure 4. Line graph for institution security domain maturity [57] [58].
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Figure 5. Radar for institution security domain maturity level [57] [58].

in SSE-CMM rating scale 0 - 5. The study found that information security ma-
turity average across organisations is 0.44 out of 5 in SSE-CMM rating scale of 0
- 5.

The research findings further revealed that some of organisations web-
sites/online information systems in the education sector in Tanzania have been
hacked in the period of 2011-2016 due to the lack or ineffective IT security con-
trols and security measures. For example, organisation “O” website and online
application system were hacked on 2015-04-27:00:23. The organisation “P” web-
site was hacked on 2015-07-31: 16:50. The organisation “L” website and central
admission system were hacked on July 2014. The organisation “M” website was
hacked on 2015-01-21:12:13. The organisation “K” website was hacked on
29/04/2011, and 14/08/2012. The organisation “K”, foreign award assessment
system was hacked on 2015/09/29:14:35. The hacking is due to organisations
lack of implementing security controls such as security incidents not reported
and handled effectively. This was contributed by organizations using open
source software without shutting down open holes (vulnerabilities) and lack of
IT security training. For example, online registration system was hacked by ex-
ploiting the CVE-2013-2586 XAMPP software (lang.php Write Into Local Disk
method) vulnerability.

These findings are similar to earlier studies by [1] which found that informa-
tion systems in cyberspace are affected by cybercrimes. Similarly, studies by [2]
[3] found that the number of security incidents exploiting security holes in the

web applications is increasing (e.g. the Heartbleed bug). Thus, the results of the
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current study indicate that there is a lack or ad-hoc implementation of IT secu-
rity controls and counter measures (for ensuring CIA) in information systems
during capturing, processing, storage and transmission of information. Thus, IT
security controls and security measures implementation is lacking or practiced
in ad-hoc in most of the security domains. This security domain includes risk
management; a security policy; organisation of information security; asset man-
agement security; human resources security; physical and environmental secu-
rity; communications and operations management security; access control secu-
rity; information systems acquisition, development, and maintenance; informa-
tion security incident management; business continuity management; compli-
ance. Thus, the study proposed a framework for enhancing information systems
security (ISS).

6. Proposed Framework for Enhancing Information Systems
Security

The Soft Design Science Methodology was employed to produce the desired ar-
tefact. The study employed the root problem definition (CATWOE analysis)
(Figure 3).The results from research findings were applied in designing and cre-
ating of the innovative artefact for a proposed framework for enhancing infor-
mation systems security. The process was iterated by comparing real world and
the conceptual world until the specific requirements were met in the transfor-
mation process of developing a framework for enhancing information systems
security during capturing, processing, storage, and transmission. Figure 6 de-
picts the proposed framework for enhancing information systems security. This
framework has been developed to address the main research problem: “how to
ensure the security of information during capturing, processing, storage and
transmission in information systems (ISs), the case of the education sector in
Tanzania”. The proposed framework for enhancing ISS (Figure 6) has been de-
veloped based on literature view, conceptual framework, research methodology,
data collections, data analysis, research findings and security requirements.

The proposed framework for enhancing ISS, mainly comprise of the following
components: information security services(security goals); information states;
security measures for ensuring confidentiality, integrity, and availability of in-
formation; IT security controls; Soft Design Science Methodology(Design Sci-
ence Research integrated with Soft System Methodology) (Figure 6).

i) Information security services(security goals)

The security services can be categorized as availability, integrity, authenticity,
confidentiality, privacy, and non-repudiation. The framework presents three
categories of information security services (security goals), namely: confidential-
ity, integrity, and availability. The others are included in these three categories.
For, example, Integrity also covers Authenticity and non-repudiation. Confiden-
tiality includes privacy dimension.

a) Confidentiality

Confidentiality is the prevention of the intentional or unintentional unau-
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FRAMEWORK FOR ENHANCING INFORMATION SYSTEMS SECURITY

Information i ™ Information states | Security measures
security services
(Security goals) [ Capturing
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N
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)

)
™ o ]“
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Integrity

N
Measures to ensure

Availability

N
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IT security controls

Security controls according Security controls relative to time
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Administrative controls ] [ eterrent controls
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A

[ Physical controls

Technical controls ] [ Preventive controls ]

Compliance controls [ Corrective controls

<

[ IT Security domains ]

Soft Design Science

Soft Systems Design Science

Methodology Research
Electronic assessment tool

Figure 6. Proposed framework for enhancing information systems security.

thorized disclosure of contents. Maintaining confidentiality requires that data
cannot be viewed by unauthorized persons and thus cannot be compromised.
Data confidentiality implies keeping data private.
b) Integrity

Integrity is the guarantee that the message sent is the one received and that the
message is not intentionally or unintentionally altered. Integrity involves main-
taining the consistency, accuracy, and trustworthiness of data over its entire life
cycle. The data integrity ensures that data has not been modified in transit. In-
tegrity for data means that changes made to data are done only by authorized
individuals/systems. Corruption of data is a failure to maintain data integrity.
¢) Availability

Availability refers to the elements that create reliability and stability in net-
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works and systems. The availability is the timely, reliable access to data and in-
formation services for authorized users. Availability is about information being
accessible as needed and where needed. Availability ensures that connectivity is
accessible when needed, allowing authorized users to access the network or sys-
tems.
d) Information states

Within information system, for any given moment, information is found in
one or more of the four states; during capturing, processing, storage, and trans-
mission. The security requirements for ensuring the security of information in
information systems; should be defined in each information states. This is con-
sistent with [16] who created a model framework, NSTISSC Security Model (The
McCumber Cube) for establishing and evaluating information.
e) Security measures

Security measures are the course of action taken to achieve a particular pur-
pose, a procedure, initiative, operation to ensure security goals are guaranteed in
information systems. Some of the identified security measures for ensuring con-
fidentiality, integrity, and availability (CIA) of information during capturing;
processing, storage, and transmission are summarized in Table 3.
f) IT security controls

IT Security controls are safeguards or countermeasures to avoid, detect,
counteract, or minimize security risks to physical property, information, com-
puter systems, or other assets. Controls help to reduce the risk of damage or loss
by stopping, deterring, or slowing down an attack against an asset. The IT secu-
rity controls can be grouped according to nature or relative to time. These con-
trols when grouped according to nature: administrative controls, physical con-
trols, technical controls, and compliance controls. These controls when grouped
relative to time: deterrent controls, detective controls, preventive controls and
corrective control. Some of these IT security controls for ensuring security goals
(CIA) are summarized in Table 4.
g) Soft Design Science Methodology

The Soft Design Science Methodology merges the common Design Science
Research (DSR) process together with the iterative Soft Systems Methodology
(SSM). In the proposed framework for enhancing information systems security,
Soft Design Science Methodology was integrated with electronic assessment tool'
adapted from [54]. This assessment tool evaluates the maturity level of informa-
tion systems security based on security controls and security measures in each
security domain. The Soft Design Science Methodologydetermines the feasible

and desirable change for improvement.

7. Research Study Contributions

The main objective of this study was to tackle the wicked, complex problematic
situation on how information systems security can be improved. The contribu-

tions towards this research goal are in line with the results presented in this pa-

'https://net.educause.edu/ir/library/excel/HEISCtool.xlsm
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Table 3. Security measures for ensuring security goals (CIA).

Information Security
states goals(CIA)
o0 g g 2
S/N Security measures Descriptions ¥ 2 L, 8 = fn =
£ % %2 2 £
2 8 £ 8 § ® =
2 9 9 @ =) L k=]
s 2 &»H £ & = g
QO =¥ s g = <
B O
i . Implement selective restriction of access to a place or N )
Access control mechanisms | K R Y Y
information resources such as audit logs and systems logs.
ii Configuration management Fnsure c(‘)rrect configuration impl‘ementation for the NN A A N N N
information systems and ICT devices.
i Disabling/blocking insecure
. & & " Disable or block insecure services, protocols, ports. AR Y
services, protocols/ports.
. . . . e . VoA A
iv. Encryption of information/data Encrypt sensitive information/data. J
Identification and Use a unique' user account and password (someth.ing you NIV
v . know); security token such as smartcard (something you have); R
authentication . . .
biometric (something your).
Wi Logging, monitoring of logs and Implement automatically logging, monitoring and alerting of NN W N N
alerting security related activities regularly.
" Clearing, purging & destruction of data remanence prior
vii Media sanitization i & purging u P VoA R
disposal.
, . ‘ ‘ . AN
viii Network segmentation Split network into subnets, VLANS; physical separation of LANs Y
ix Patch management Reg.ularly patch the applications, operating systems, and ICT NN NN N N N
devices
X . .. Conduct security awareness and training for non-disclosure of NN NN
Security awareness and training . . J
sensitive information.
xi Implement and monitor audit trail (audit log) for a given
Audit trail p. o i u (au g v VoA v
sensitive information system.
xii Implement change management and those changes should be NIV
Change management for ISs  documented, communicated, authorized, tested, implemented, J J
monitored and audited to ensure the integrity of information.
Xiii Checksum (or hash sum) Implement checksum such as MD5/SHA3 to verify the integrity v v« N
of data.
Xiv Digital signature ‘Implefnent digital signature to valid.at? the authenticity and NN NN N
integrity of a message, software or digital document.
XV Integrity monitoring tools Impleme1‘1t integrit.y mo.nitoring tools for alerting of any NN A N
unauthorized modification.
XVi  Least privilege principle/Need to Implement procedures for reviewing users' access regularly,and v v v N
know principle only needed privileges should be applied and documented.
xvii Practice job rotation to breaks up opportunities for collusion
Rotation of duties principle ) ! L up opportunitt . Vo v
and fraudulent activities.
xviii Duties should be sufficiently segregated in a given organization NIV
Segregation of duties principle to ensure the detection of unintentional or unauthorized J
modification of information.
xix Implement backup strategies’ based on required point objective NIV
Backup strategies (RPO): loss acceptable; and required time objective (RTO): time J
required to restore ISs to operation after disaster or emergency.
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Continued

Implement BCP; document and test regularly the BCP; no
xx P gularly VoV A

Business continuity plan(BCP) insurance that operations ever be restored to their present state Y
in case of disaster.

o VNN .

Capacity planning Predict and estimate the demand for information resources.

xxii Data backup process The frequency of backup; ‘labelling; retention period; the NN A N
frequency of backup rotation.

xxiii . Document; specify procedures to be followed in case of anevent v v«
Disaster recovery plan ) J
of a disaster.

xxiv Implement hardware and software redundancy; software NN AW
Fault tolerance Y
recovery.
XXV Incident management and Implement incident handling procedures; S A N

response Functional incident response team and proper reporting.

Monitoring of Continuously monitor of LAN/WAN and wireless networks for NEENERNEN

xxvi

wired(LAN/WAN) and wireless unauthorized access. v R
networks
xxvii Regularly patching, updating antiviruses’ anti-malwares,
Preventive maintenance & . vP & up & LR v
Operating systems.
xxviii Protecting critical hardware and Implement preventative measures to protect critical hardware NN A N

wiring from threats and wiring from natural and man-made threats.

xix VoA A .

System monitoring mechanisms Implement systems monitoring mechanisms.

XXX Testing of the rest
coting of The festore Test the restore procedures regularly. VoA y
procedures

Source: adapted from [14] [19] [20].

Table 4. Summary of IT security controls.

Controls category

Controls relative to time

S/N  IT security domain Security controls measures Information States  According to E p 2 4
- - -
nature 5 I g o
] ] 4 =
) © o 8
A A & ©
Information Security Policy approved by the

. Information ) ¥ ¥y app ¥ Capturing, Processing, Administrative N N N N

i top executive or board of trustee; and

security policy Storage, Transmission control

operational.

i Organisational of ~Chief Information Security Officer (CISO) or Capturing, Processing, Administrative J J J
" information security  equivalent job responsibilities assigned. Storage, Transmission control

i (a) Internal Roles and responsibilities allocated to Capturing, Processing, Administrative +y + +y +y
i (a
organisation individuals Storage, Transmission control
ii (b) Mobile devices and Policies and controls for mobile devices Capturing, Processing, Administrative + + + +
i
teleworking (such as laptops, tablet PCs, wearable) Storage, Transmission control
Human resources i L Capturing, Processing, Administrative v Y Y Y
iii. . Policy for human resources security in place. o
security Storage, Transmission control
. L. Capturing, Processing, Administrative N N N N
1v. Asset management Asset management Policy in place. L.
Storage, Transmission control
Information Information classified and labelled accordin,
X . . . . 8 Capturing, Processing, Administrative + + + +
iv (a) classification and to the security protection needed, and .
. . Storage, Transmission control
labelling handled appropriately.
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Continued
-Secure deletion
Capturing, Processing, Technical N
iv (b) Media handling -Destroying or degaussing physical media P & . 5
. . Storage, Transmission control
-Secure disposal or re-use of media
Capturing, Processing, Administrative N
v. Access control Access control policy in place. P & L. &
Storage, Transmission control
Business
. -Clearly documented Capturing, Processing, Technical v
v (a) requirements of . . o
-Restrict network access and connections ~ Storage, Transmission control
access
. Capturing, Processing, Administrative N
Vi Cryptograph: Cryptographic policy in place.
TYPROBTapRy YPLographic policy I p Storage, Transmission control
Capturing, Processing, Technical Y
vi (a) Encryption Encryption ofdata/information P & o &
Storage, Transmission control
-Digital signature;
Cryptographic -Message authentication code;
. R R & X P & . . Capturing, Processing, Technical y
vi(b) authentication and -Checksum (cryptographic hash function); o
R i . Storage, Transmission control
integrity -Non-repudiation;
-Cryptographic key management.
Physical and
.. y i . L. Capturing, Processing, Administrative y
Vii. environmental Physical security policy in place. L
. Storage, Transmission control
security
-Securing offices, rooms and
Physical securit facilitis. Capturing, Processi Physical
sical securi apturing, Processing, sical
vii (a) Y imet ¥ -Public access, delivery and loading areas; St P ? o & yt ) v
erimeter orage, Transmission contro
P doors, lock, electric fence, CCTV, smartcard, &
biometric (e.g. fingerprint).
Protecting against _protecting against fires, floods, earthquakes,
i (b) external bombs, etc. Capturing, Processing, Physical +y
vii
and environmental -Climate protecting system, fire suppression ~ Storage, Transmission control
threats system
. Equipment shall be correctly maintained to X . .
.. Equipment K X . Capturing, Processing, Physical y
vii (¢) . ensure its continued availability and o
maintenance . . Storage, Transmission control
integrity.
. . . X L. Capturing, Processing, Administrative +y
Vil Operations Security Operations security policy in place ..
Storage, Transmission control
Something you know (PIN/Password)/
i (a) Multi-factor something you have (ATM/Smartcard)/ Capturing, Processing, Technical Y
viii (a
authentication something you are (Biometric, e.g. Storage, Transmission control
fingerprint).
Communications L . L . . . .
. . Communications and operations policy in ~ Capturing, Processing, Administrative v
ix. and operations o
place. Storage, Transmission control
management
X -Networks and network services should be X X .
ix (a) Network security d Capturing, Processing, Technical Y
ix (a secured; L
management . . Storage, Transmission control
-Network segmentation/segregation.
. Policies, procedures and agreements in place
Information . . . L. .
. (e.g. non-disclosure agreements) for Capturing, Processing, Administrative Y
ix (b) transfer . . . . .
information transfer to/from third parties,  Storage, Transmission control
including electronic messaging.
System acquisition, s . . . .
X. (}; ) q ¢ and System acquisition, development and Capturing, Processing, Administrative Y
evelopment an
. P maintenance policy in place. Storage, Transmission control
maintenance
Security . . . . . .
. Security control requirements should be Capturing, Processing, Administrative v
x (a) requirements of . .
. . analysed and specified. Storage, Transmission control
information systems
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Continued
xi. Supplier
Supplier relationships policy in place.

relationships PP pSpolcy i p

. Information . e

X1l L Information security incident management
security incident o

policy in place.

management

There should be responsibilities and
Management of

. ) . procedures to manage (report, assess,
information security

respond to and learn from) information

xii (a) incidents and K L.
. security events, incidents and weaknesses
improvements . .
consistently and effectively, and to collect
forensic evidence.
Information
xiii. security aspects of . L .
X Lo Business continuity plan document in place.
business continuity
management
IT facilities should have sufficient
xiii (a) Redundancies redundancy to satisfy availability
requirements.
Xiv. Compliance
P Compliance policy in place.
Compliance with
P The organisation must identify and
legal and . -
. document its obligations to external
xiv (a) contractual . . L .
. authorities and other third parties in relation
requirements . . .
to information security.
Xv. . Risks registered developed, operational and
Risk Management

updated.

Capturing, Processing,
Storage, Transmission

Capturing, Processing,
Storage, Transmission

Capturing, Processing,
Storage, Transmission

Capturing, Processing,
Storage, Transmission

Capturing, Processing,
Storage, Transmission
Capturing, Processing,

Storage, Transmission

Capturing, Processing,
Storage, Transmission

Capturing, Processing,
Storage, Transmission

Administrative
control

Administrative
control

Administrative
control

Administrative
control

Technical
control
Administrative

control

Compliance
control

Compliance
control

Source: adapted from [13] [14] [19] [20].

per. This research has several practical contributions. Firstly, it contributes to
the body of knowledge of information systems security by providing a set of se-
curity requirements for ensuring information systems security. Secondly, it con-
tributes empirical evidence on how information systems security can be im-
proved. Thirdly, it contributes on the applicability of Soft Design Science Meth-
odology in addressing the problematic situation in information systems security.
Fourthly, this research provides a framework for enhancing information systems

security during capturing, processing, storage and transmisstion of information.

8. Conclusions and Recommendations

In addressing the research problem, the study assessed security requirements
and proposed a framework for improving the security of information systems
using multi-layered security approach integration with Soft Design Science
Methodology. In addition, Soft Design Science Methodology was compounded
with mixed research methodology (ie qualitative and quantitative research
methodology were used). This holistic approach helped for research methodol-
ogy triangulation. In order to test the validity of the proposed framework for
enhancing ISS, the systems requirements were collected using both structured

systems analysis and design, and object oriented analysis and design principles.
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The study carried out maturity level assessment for security status quo to de-
termine security requirements gap (IT security controls, IT security measures).
For assessing the security status quo, the study applied SSE-CMM with a rating
scale of 0 - 5 to determine the maturity level. The study found that maturity level
across security domain is 0.44 out of 5 in SSE-CMM rating scale 0 - 5 in the
education sector in Tanzania. The finding shows that implementation of security
controls and security measures for ensuring security goals for each security re-
quirement domain are lacking or practiced in ad-hoc. Thus, for improving the
security of information during capturing, processing, storage, and transmission
in information systems, organisations should implement security controls and
security measures for ensuring security goals for each security domain (multi-
layer security: security defence in depth approach).The research recommends
further research work in an empirical study to test the applicability of the pro-
posed framework for enhancing information systems security during processing,
storage, and transmission of information; in other sectors such as banking in-
dustry, and healthy sector. Also, further research work is recommended in
hardening information security in the education sector in Tanzania using Hu-

man Sensor Web for Crowd sourcing security incidents.
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