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ABSTRACT 

 
Through the rapid development of ICTs in Tanzania, banking industry has experienced rapid change in the ways of service 
delivery to their customers. The society has experienced a rapid development in communication sector particularly on the 
use of mobile phones for banking. The commercial banks in Tanzania have also revolved their ways of operating and serving 
their customers. The central bank of Tanzania (BoT) is responsible in defining all the payment systems in Tanzania and 
control all the transaction being done by the commercial banks operating in the land of Tanzania. Currently, Tanzania has 
many payment instruments as defined by the BoT which divided into two main group Cash and Non-Cash payments 
instruments. The latter includes: payment orders, bills of exchange, promissory notes, cheques and the electronic payment 
systems. In this paper, the security threats of these payment instruments have been discussed in detail. Some reported cases 
where organizations have been fleeced of their financial resources through dubious activities in Tanzania have been reviewed 
to verify the existing of the problem in discussion. In this paper, a Mobile phone based payment authentication system model 
to reduce the threats associated with non-cash payment implemented in Tanzania is proposed. Using this model, account 
holders are required to provide a final authentication of transaction through their registered mobile phone. This method if 
adopted will take care for any non-cash payment instruments. Also, some of the threats being discussed in this paper can be 
addressed by the proposed model.  
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1. INTRODUCTION 
 
With the wide expansion of information and communication 
technologies (ICTs) into the business world, business 
organizations have changed the way of delivering services to 
their customers [1]. It has been revealed in Tanzania where 
there is a rapid growth of ICTs infrastructures, the banking 
industry also has responded positively in terms of service 
delivery to their customers. The use of mobile phone for 
example makes easy for the customer to check their 
balances; pay some bills and money transfer from their 
account to other accounts hence, mobile phone becomes key 
ingredient in banking operations.  
 
Mobile phones have become an integral part of the 21st 
century landscape with penetration of 4.5 billion by 2011 [2]. 
While North America and Europe have the highest 
penetration rates, reaching 100% in many Western countries, 
South America and Asia represent the fastest growing 
mobile markets [3]. In developing countries, the role of the 
mobile phone is more extensive than in developed countries, 
as it helps bridge the digital divide [4]. Even with initiatives 
like the One Laptop per Child (OLPC), the penetration of the 
PC lags far behind that of the mobile phone [2]. According 
to the Tanzania Communications Regulatory Authority 
(TCRA); total subscriptions in Tanzania by March 2013 
were around 27.6 million [5] as compared to 15 million 
subscribers in 2009 [6]. This shows that mobile technologies 
are rapidly being adopted (both locally and globally) and 
along with it; a significant growth in mobile services 
evolution. 

The mobile phone is the device that people already carry at 
all times, and services beyond voice and text messaging are 
booming all over the globe [7].  The rate of development of 
the mobile phones in Tanzania opens a new service to the 
people; the most popular ones excluding the SMSs and 
voices services includes mobile money (M-Money) services 
offered by telecommunications operators and mobile 
banking (M-banking) systems offered by banking 
institutions. The first service includes Tigopesa, M-Pesa, 
Airtel money, EZY PESA provided by Tigo Tanzania Ltd, 
Vodacom Tanzania, Airtel Tanzania Ltd and Zantel 
respectively. The second service is offered by financial 
institutions that is the commercial banks, this includes: 
Simbanking, and NMB Mobile offered by CRDB Bank Plc, 
and National Microfinance Bank respectively [8]. These 
mobile services offer customer’s convenience to access their 
financial resources timely and with much ease while the 
service providers generate some extra revenue. These 
services help in bridging the gap with rural area where there 
is no banking services [9]. The development of technology 
leads for the central bank of Tanzania to keep updating the 
payment systems in Tanzanian territory as explained in the 
next section.  
 
2. PAYMENT SYSTEMS IMPLEMENTED 

IN TANZANIA 
 
Central bank of Tanzania (BoT) is responsible for 
controlling all financial transaction in the country, this 
include defining the national payment system (NPS). BoT 
define NPS as a group of institutions and a set of instruments 
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and procedures, used to ensure the circulation of money 
within a country. The NPS supports the full spectrum of 
financial activity, from Tanzanian businesses transacting 
globally in the international markets to servicing the 
individual payment requirements of the Tanzanian populace 
[10]. Due to the technology development BoT keeps on 
updating various payment instruments into the system so as 
to ensure the national financial flow is stable. There are 
many national payment instruments being used in Tanzania, 
the most popular payment medium is cash. It is generally 
acceptable everywhere as a legal tender and is suitable for 
small value transactions. With the expansion of the economy 
and development of commercial banking, computer and 
communication technology, other non-cash payment 
instruments have been introduced. Non-cash instruments 
being accepted by the BoT to be used in Tanzania can be 
further classified as either paper based payment or electronic 
payment. 

2.1 Paper-based payment instruments (PPI) 
 
PPI include payment orders, bills of exchange, promissory 
notes and cheques. Automated credit transfers and direct 
debits are included in this mode of payment. Cheques remain 
the most frequently used non-cash payment instrument in 
Tanzania. According to [11], there are two types of cheques 
used in Tanzania for payment; Personal Cheques and 
Corporate Cheques, all type are physically rectangular in 
shape with different sizes and features. The major users of 
cheques are the Government departments, corporate bodies 
and individuals who deal with the government department 
and agencies [11]. Generally, few individuals write cheques 
mainly because personal cheques are normally not accepted 
due to among other reasons, the absence of unique personal 
identification. Only the Central Bank and commercial banks 
are allowed to issue cheques [11, 12]. Payments made by 
cheques had increased significantly since the automation of 
the Dar es Salaam Electronic Clearing House (DECH) on 1st

 

February 2002 [12].  Paper based instruments for payment 
are used under the agreed terms and conditions between the 
customer and the bank. If there will be any violation on the 
agreed terms and condition will lead to one part losing her 
asset. However in most cases the customer becomes victim 
of the violation due to the fraud being committed to their 
bank account. 

2.2 Electronic payment system (EPS) 
 
Due to the development of communication systems, the BoT 
also had introduced different payment instruments based on 
the communication technology that is the EPS. BoT define 
EPS as any electronic instrument, device or system used for 
the purposes of facilitating payment transfers, through 
internet and/or wireless communication networks, and by 
use of service delivery products such as electronic cards, 
electronic payment transfers systems, mobile banking, 
Internet banking, automated teller machines, point of sales 
terminals, payment switches and any other type of electronic 
payment transfer system [10]. 

 
Electronic Funds Transfers (EFTs) - with the application of 
computers and communication technology, a number of 
paper-based payments have evolved into electronic forms, 
especially for large value transactions [12, 13]. EFTs is used 
for transferring value between banks on behalf of customers. 
Telegraphic Transfers (TTs) are the main forms of credit 
transfer [13, 14]. TTs are mainly used for wholesale 
payments. However, banks also utilize intra-bank 
communication networks using VSAT, leased lines and dial-
up telecommunication systems to transfer inter branch 
payments electronically [13].  
 
As Electronic commerce (EC) becomes a major component 
of business operations for many companies, EPS has become 
one of the most critical issues for successful business and 
financial services [15, 16, 17] EPS have several favorable 
characteristics including security, reliability, scalability, 
anonymity, acceptability, privacy, efficiency, and 
convenience [15, 16, 18]. EPS have gained recognition and 
have been deployed throughout the world [19]. 
 
Non cash payment is used mostly by organization to effects 
the large payments. The customer using this method had to 
adhere to the terms and conditions stipulated by the given 
bank. In electronic payment for example the Customer 
authorizes the Bank to act on and accept all instructions and 
transactions that occur after the customers PIN, Password or 
OTP have been entered or applied [20, 21]. The bank is 
entitled to and will proceed on under assumption that all such 
transactions have been authorized by the customer, even in 
circumstances where such transactions occur without the 
customers knowledge, consent or authority. Also If any 
unauthorized person obtains the Access Codes in any 
manner whatsoever, such a person will be regarded as the 
Customer’s duly authorized agent with full authority to use 
the Electronic Channels Banking on the Customer’s behalf, 
unless this is due to the Bank’s negligence in which customer 
must prove beyond reasonable doubt [20, 21, 22, 23, 24].  
 
Where paper based payment applied such as cheques also the 
terms and condition are clearly stated by the Tanzanian 
commercial banks. For example, in the use of cheques if all 
requirements are met the bank will make payment to the 
third party on behalf of the customer accordingly. The bank 
shall not be liable to the customer in any way and the 
customer shall fully indemnify the bank against any claims 
by any third party should the bank make payment against a 
cheque on the customer’s behalf, where the cheque is 
presumed to be issued by the customer but the signature or 
content of the cheque and/or written instruction has been 
forged [20, 21, 24]. In case the customer wants the Bank to 
stop payment on a Cheque, the Customer must immediately 
request the Bank in writing to do so. Upon receipt of a 
written notice from the Customer to stop payment of a 
cheque, the bank shall record the notice and stop the payment 
provided that such notice is received before the transaction 
sought to be stopped has occurred [20, 21, 22, 23, 24]. 
 

http://www.esjournals.org/


Volume 4 No. 9, September 2014                                                                                                                                                            ISSN 2223-4985 
                                                     

International Journal of Information and Communication Technology Research 

                                                              ©2014 ICT Journal. All rights reserved                                                      

http://www.esjournals.org 
 

327 

This supported by The Bill of Exchange Act (Cap 215 R.E. 
2002) section 60(1) thereof provides: “(1) when a bill 
payable to order on demand is drawn on a banker, and the 
banker on whom it is drawn pays the bill in good faith and 
in the ordinary cause of business, it is not incumbent on the 
banker to show that the endorsement of the payee or any 
subsequent endorsement was made by or under the authority 
of the person whose endorsement it purports to be, and the 
banker is deemed to have paid the bill in due course, 
although that endorsement has been forged or made without 
authority” It would appear from the provision of section 60 
quoted above that banks are protected if in good faith and in 
the ordinary course of business it pays the instrument[25]. 
 
The customer is responsible for his/her bank account when 
there is any impersonification and forgery of the credentials 
that will make the bank to believe without doubt that the 
documents or information originates from their customer 
[20, 24]. These non-cash payment systems face a number of 
challenges related to customer bank account security ranging 
from risk behaviors done by users ignorantly, system 
availability, and some cases of fraud in which money vanish 
from customers’ accounts without their knowledge. It is hard 
for the victim to identify when their accounts have been 
tapped or infiltrated. In order to avoid this trend and protect 
the customer from hackers there is a need of research to find 
the best secure approach for payment. This is the gap in 
knowledge which this study seeks to fill. 

3. LITERATURE REVIEW 
 
The victims of impersonification and forgery crime range 
from the individuals, Government departments/agents, 
private business organizations and Non-Governmental 
Organizations (NGOs) of mega fortunes. There have been a 
number of cases reported in Tanzania where customer’s 
account were compromised by the fraudsters through stolen 
or forgery of credentials and managed to make some 
payment without the account holder consents [26].  
 
In 2008, Barclays Bank Tanzania effected the transfer of 339 
million Tanzania shillings from Tourism Promotion Services 
(Tanzania) Limited account to East Africa Procurement 
Services Limited account without a consent of the account 
holder. Barclays Bank Tanzania made the payment after 
receiving the document called Request for Swift Customer 
Transfer Form with all the requirements as per agreed terms 
and conditions. The bank had to effect the payment on behalf 
of her customer.  However, the document was not originated 
from the real customer rather was forged [27].   
 
In 2011, it was reported that the electronic transfer of money 
worth 400 million Tanzanian shillings from Vijana branch 
of CRDB bank in Dar Es Salaam to the customer account 
belonging to Marangu branch of the same bank in 
Kilimanjaro region. The fraudster managed to withdraw 
35million Tanzania shillings from this illegal transaction 
before being detected and stopped by the bank [28]. This 
indicates that once someone gains the customer credential 

can manage to make payment without the owner of the 
account knowledge [29]. 
 
Also, a similar case in 2010 where by more than half a billion 
Tanzanian shillings were transferred from CRDB bank to 
NBC and  converted into mobile phone vouchers 
immediately [30]. This was reported in 2011 where 
electronic means of payment was used. However; the point 
here is not how the money was spent rather how it swiftly 
changed accounts without the consent of account holders. 
With these cases the customers are at risk of losing their asset 
where the agreed terms and conditions apply. For example, 
when the electronic channel is used to effect the payment, 
the customer authorizes the Bank to act on and accept all 
instructions and transactions that occur after the customers 
PIN, Password or OTP have been entered or applied [20, 21, 
22, 23, 24]. The bank is entitled to and will proceed on the 
assumption that all such transactions have been authorized 
by the customer, even in circumstances where such 
transactions occur without the customers knowledge, 
consent or authority. [20, 21, 22, 23, 24, 30] 
 
However most of the cases are underreported by the 
financial institution in Tanzania due to the fear of losing 
reputation before customers [31]. Most of the officials in 
those institutions who did not want their name to be 
mentioned to secure their jobs admitted that a lot of such 
frauds in customer’s account still happening. It was also 
reported that cases of fraud and Cyber-crime costs East 
African countries billions of dollars but the rackets remain 
shrouded in secrecy because the affected companies prefer 
to suffer in silence, 'safeguarding' their reputations [26, 31]. 
The underreported cases make difficult in assessing the level 
of the transaction security [31, 32]. This problem is growing 
every day in Tanzanian banks as technology advances and 
people decide to misuse it for earning income illegally. 
People have experienced fraudulent behaviors over the 
Internet including fraudulent emails, credit card fraud and 
unauthorized bank transfers [31, 33]. 
 
As customer needs to adhere to the banks terms and 
conditions thereby it is proposed a method that can address 
this problem by adding security features via mobile phone. 
This paper proposes the method to be employed by the 
financial institutions in Tanzania to increase the security by 
improving authentication of the customer’s while accessing 
their accounts. All non-cash payments should be included in 
this proposed method as it is subjected more to frauds 
threats.  

4. SECURITY FEATURES IN NON-CASH 
PAYMENT INSTRUMENTS 

 
There are many non-cash payments instrument being 
accepted by the BoT as explained earlier. In each of these 
instruments, there are security features that help in reducing 
the fraudulent of the customers’ assets. The security features 
vary from one instrument to another. 

http://www.esjournals.org/


Volume 4 No. 9, September 2014                                                                                                                                                            ISSN 2223-4985 
                                                     

International Journal of Information and Communication Technology Research 

                                                              ©2014 ICT Journal. All rights reserved                                                      

http://www.esjournals.org 
 

328 

The Cheque 
 
Banks and their corporate customers who print their own 
cheques, the following security features are applied to their 
printed cheques in order to detect any fraudulent alterations 
and counterfeiting:  
 

a. Paper type: the cheque paper used must be CBS1 
paper, which are dull under ultra violet light, i.e. it 
does not fluoresce or brighten when tested under 
ultra violet light.  

b. Watermark: All cheques carries a standardized 
watermark applied at paper manufacturing stage, 
with the word “TACH” surrounded by a circle with 
diameter of 4.5 cm, which is seen when held against 
any light source. Each cheque has at least one full 
watermark as seen in the figure 1 below. 

 

Figure 1. A standard Cheque watermark [11] 

 
c. Micro-texting /Micro-lettering: the banks must use 

micro-text in areas that are susceptible to 
alterations. The line to fill in the payee’s name and 
the amount in words must have the bank’s name 
written in micro letters, which are visible to the 
naked eye only under a magnifying glass.  

d. Bank’s logo printed with ultra-violet ink: The 
bank’s logo printed in ultra-violet (UV) ink must be 
included. The logo is captured by/visible in UV 
enabled scanners/lamps.  

e.  Bleeding ink: The use of bleeding-Ink on MICR 
code line ensures that the code line is visible 
through the paper, both at the front and the back of 
the cheque [11]. 

 
The above features are mandatory in accordance with BoT 
cheque standardization in Tanzania. Not only that but also 
the draft of cheque must have features as shown in a 
corporate cheque draft below Figure 2. Any cheque draft 
must include the listed features including the signatures 
specimen of the corporate signatories.   
 
 

 
Figure 2: General Cheque layout – Corporate cheque [11] 

 
 
For security purposes when writing a cheque, always a 
customer has to take care by filling in the details in a way 
that will be difficult for other person to alter. For example do 

not leave gaps between the words and figures, begin the 
amount in words as close as possible to the left hand side and 
fill in the amount in figures as close as possible to the TZS 
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sign. Never fill out a cheque in pencil or ink that can be 
erased and never sign a cheque before it is completely filled 
out [34]. 
 
Generally the entire paper based payment instrument being 
agreed between the customer and the bank must have the 
signature specimen as agreed by both actors. For the 
payment to be made the instrument must have fulfilled all 
the requirements as per term and conditions being stipulated 
thereof.  
 
Electronic Payment System  
 
In this kind of payment generally the security features 
includes the user ID, Password, secret words, fingerprint etc 
depending on the application the given bank uses to secure 
their customers assets. When the information on transaction 
fulfills the requirements the bank perform the transaction on 
behalf of the customer according to the instruction being 
given by their customer. This is done under assumption that 
the instruction has been originated from the customer even 
if it’s not [13]. 

5. THE CURRENT OPERATIONS TO 
EFFECTS PAYMENTS BY NON-CASH 
PAYMENT INSTRUMENTS 

 
Generally the procedures to effect payment using non-cash 
payment instruments are similar in all tools though 
sometimes there some little differences in the process. 
However the main areas to be checked are the same. For 
example in all tool used to effect payment usually must meet 
the requirements such as the security features like password, 
signatures, account numbers, account holder names, etc. In 
this paper we demonstrate the use of Cheque instrument to 
represent the rest of tools as it is the most used in non-cash 
payment instrument in Tanzania. 

Processing Cheques for Payment  
 
Most people (organization) who receive cheques (payees) 
deposit them with their own financial institution. Usually 
after filling the deposit cheque form their account will be 
credited immediately and an electronic payment record 
containing details from the cheque is created and sent to the 
cheque writer’s (payer’s) financial institution. The payer’s 
account is then debited if the cheque is to be paid by the 
payer’s financial institution. The figure 3 below shows how 
the cheque is processed if the payee and payer are not using 
the same financial institution (Bank) [34]. 

 
 

Figure 3: Cheque processing when payers and payee use different banks [27] 

 

When you issue a cheque, you are giving your financial 
institution written instructions to pay a specific amount from 
your account. The cheque clearance cycle makes it possible 
for financial institutions to complete the necessary checks to 
make sure payment is made in accordance with your 
instructions. Since cheques are a paper based payment 
instrument, they need to be physically presented to the 
financial institution they are drawn on for payment decisions. 
As part of the clearance cycle, the cheque you deposit is 
physically transported from your financial institution to the 
financial institution where the payer’s account is held and 

the payer’s instructions are verified. The payment record that 
is electronically transmitted to the payer’s financial 
institution speeds up the process of checking that there are 
sufficient funds available in the account to make payment. 
In this case if there is insufficient fund the cheque will be 
dishonored.  However, the cheque can be still dishonored for 
other reasons for example, if it is not signed in accordance 
with the authority held at the financial institution. Figure 4 
below shows how the current information flows when the 
non-cash payment instrument is used to effect the transaction 
[35] 
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Figure 4: Information flow for Non-cash payment instrument in Tanzania [28] 

 
 
 
As it is demonstrated above the customer initiate the 
payment transaction by any means, in this case the cheque is 
being used. The instrument will be physically presented to 
the bank where the security and other features have to be 
checked for its validity. When this step is cleared the bank 
have to make sure that the payers’ account has enough 
balance to effect the transaction. If there is enough balance 
to effect the transaction then the bank will make payment 
according to the payer’s instructions. The report will be 
generated to be reflected in the monthly bank statement of 
the payer’s bank account. It should be noted that the banks 
set their own procedure on how to clear the cheque before 
being paid [35]. 

 
However passing all the steps doesn’t meant that everything 
will be okay sometimes the cheque can be dishonored [34]. 
A cheque may be stopped for many reasons, but most often, 
because it has been reported as lost or stolen by the payer. If 
you are given a cheque and subsequently lose it or believe it 
has been stolen, you should contact the payer immediately. 
The payer will then instruct his or her financial institution to 
put a stop payment on the cheque. Similarly, if you issue a 
cheque and then decide to stop payment, you should contact 
your financial institution immediately and provide full 
details of the cheque. In case the cheque has not already been 
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paid, the paying financial institution will dishonor it when it 
is presented for payment [20, 21, 22, 23, 24]. 
 
6. PROPOSED MODEL TO ADDRESS THE 

PROBLEM OF IMPERSONATION 
 
The main purpose of the proposed security model in banking 
systems in Tanzania is to protect the banks customer from 
any form of threats that endangers their assets. These threats 
include [36]: 
 

a. Identity theft and Documents forgery  
 
Identity theft refers to all types of crime in which someone 
illicitly obtains and uses another person's personal data 
through deception or fraud, typically for monetary gain. 
Identity theft occurs through a wide range of methods from 
very low-tech means, such as cheque forgery and mail theft 
to more high-tech schemes, such as computer spyware and 
social network data mining [37, 1]. It’s common in Tanzania 
for someone to make a forgery in documents so as to gain an 
illegal access to the account information of the customer [36, 
38]. Commonly payment instruments subjected to this threat 
among others includes bank cheque, payment orders, bills of 
exchange, and promissory notes. As it stipulated in literature 
reviews many reported case were due to this kind of threat 
which leads to the loss of the customers assets. 
 

b. Password Database Theft  
 
Stolen user credentials are a valuable commodity and, often 
times, cybercrime rings operate solely to obtain this 
information and sell it to the highest bidder or use it 
themselves to access user accounts [36, 38]. This puts the 
online banking customer into risk as someone can have an 
access to his or her account without their consent. Hackers 
steal user data and passwords from one Web site operator to 
hack other sites. Since many people use the same user ID and 
password combination for multiple sites, the attacker can 
hack additional accounts that the user has. 

 
c. Man-in-the-Middle (MitM) attack 

 
In this type of threat, the attacker can actively inject 
messages of its own into the traffic between the user's 
machine and the authenticating server. One approach for 
MitM attacks involves pharming, which involves the usage 
on malicious network infrastructures, such as malicious 
wireless access points or compromised DNS  servers, to 
redirect users from the legitimate site they are trying to 

access to a malicious fraudulent Web site that accesses the 
user credentials and acts on behalf of the user to perform 
malicious activities [36]. 
 

d. Phishing  
 
Although passwords can also be obtained through less 
sophisticated means such as eavesdropping, guessing,  
dumpster diving, and shoulder-surfing, phishing is a 
common form of cybercrime typically carried out through e-
mail or instant messaging, providing links or instructions 
that direct the recipient to a fraudulent Web site 
masquerading as a legitimate one [36 37]. The unsuspecting 
user enters personal information (such as user names, 
passwords, Social Security Numbers, and credit 
card/account numbers), which is then collected by the 
hacker. Of particular attraction to phishing scams are online 
banking, payment services, and social networking sites. 
According to the Gartner survey [39] phishing attacks 
continue to exact financial damage on consumers and 
financial institutions, with a trend toward higher-volume and 
lower-value attacks. The survey found that more than five 
million U.S. consumers lost money to phishing attacks in the 
12 months between September 2007 and 2008, a 39.8% 
increase over the number of victims a year earlier. 

6.1 General structure of the proposed system 
 
The prevailing of the fore mention threats on customer 
accounts needs a system that can solve it. The availability of 
mobile phones technology which is dominating the 
communication market; the technology can be used for many 
purposes beyond the voice services and Short Message 
Service (SMS). Therefore the mobile phone can be utilized 
to secure the user bank account as being proposed in this 
paper. It can help to either eliminate or reduce the problem 
by designing the system that requires account holders to 
provide final authentication of any transaction involving 
withdrawal of the money from their account through the use 
of their mobile phones being registered at the given bank.  
 
Therefore, the structure of the proposed system is based on 
the three tiers involving the client, application server and the 
banking core database server. In this system, the 
client/customer is linked with the mobile communication 
system for the final authentication. The proposed system 
mainly focuses on the authentication of the customer using 
multiple authentication factors implemented in tools which 
are faster and cost effective. The general architecture for the 
proposed system is shown in the Figure 5. 
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Figure 5: General architecture of the proposed system 

 
The client/Customer 
 
The client/customer is the initiator of any transaction in the 
bank account being owned by them. The client includes all 
authorized user in the concerned bank account. In this 
process a client must ensure that all the agreed requirements 
with his bank are fulfilled depending on the payment 
instrument being used. If paper based tools are used the 
client initiate the transaction through bank’s front desk 
which provokes the application server on the customers 
behalf. If electronic instrument being used the client himself 
initiate the transaction in the application server passing 
through the banks firewall. 

Application Server 
 
The application server receives the incoming requests from 
the banks network and upon receiving one; it decodes it into 
some interpretable format. It then uses the designed protocol 
to perform the initial security checks on the received request 
before generating the security message to be sent to the 
customer via mobile network for the final approval. The 
application server generates a secured message and sends it 
via GSM network to the customer mobile phone that 
captures the security details of the transaction to be done and 

generate the secured message to be sent back as response 
from the client.  This component can be located and 
administered by a particular application vendor or it can be 
independently located and administered by the bank itself. It 
initiates the communication with a banking system that 
contains a database that has all the banking and security 
details of the users. 

The core Bank database  
 
In the core database Customer’s banking details, security 
details, and other related user information are kept. The 
information’s are being utilized by the Application server for 
customer verification and execution of the various requested 
transactions. 
 
The security of the communication between the bank system 
and the client via GSM networks will be taken care by the 
Enhanced Security Model being proposed by [8] in the paper 
titled Enhanced Security Model For Mobile Banking 
Systems In Tanzania. In their proposed model, the GSM 
networks act as carrier of the message and they should not 
know the content of the message. It was also shown that even 
a third part managing to capture the transmitted message 
through the GSM Networks won’t be able to view the 
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content it carries. Their model overcomes the security 
weaknesses of the GSM Networks. 

6.2 General Information flow in our Proposed 
System 

 
The proposed system is based on the non-cash payment 
instruments being used by the customer to effect payments 
from their banks accounts. Generally the customers present 
the payment instrument (paper based e.g. Cheque) to the 
Bank’s front desk where the documents are verified for its 
validity. After the validation the bankers will initiate the 
system for payment in the application server via the banks 

firewall up to the core banking server. In case of the 
electronic instruments being used, the customer will initiate 
the transaction through internet where the information had to 
be send to the application server via Bank’s firewall where 
the security credentials will be verified before the transaction 
is allowed to proceed to the next stage. For security purposes 
all information will be passed through the banking firewall 
before communicated to the applications and the core 
banking server. The information flow for the proposed 
method is as shown in the flow chart below. All the current 
procedures are maintained and an additional feature is added 
to strength the authenticity security to the banks account of 
the customer.  

 
 
 

Valid?

Customer initiate 

Transaction

Check the Document/

Information validity

End the process and 

send the report

Check the account balance 

for the transaction
Available?

Request the final 

authentication via 

Mobile phones

Cancel the 

Transaction

Cancel the Transaction 

and send Report

Approved?
Complete the 

Transaction

Send a report

Yes

Yes

Yes

No

No

No

Customer s Transaction Report

 
Figure 6: General Information Flow for the proposed system 

 
As indicated in Figure 5 after the initial security checks and 
ensuring that the fund for the said transaction are available 
the application server  will generate a secured message and 

send it via GSM network to the mobile phones of the 
registered signatories’ (S1, S2, … Sn) of the payer. The 
purpose of this message is to request the final authentication 
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of the transaction to be done. The payment will be effected 
only when the signatories provide a final approval of the 
transaction via their register mobile phones otherwise the 
transaction will be cancelled.  In this system, it doesn’t 
matter who initiated the payment transaction and which 
payment instrument being used; the final authentication 
through mobile phones is a mandatory to effect the payment. 

6.3 Authentication process in a proposed model 
 
The methods in which somebody could be authenticated fall 
into three categories, based on what are known as the factors 
of authentication. These factors include something the 
user knows (e.g., password, or personal identification 
number (PIN) etc.), something the user has (e.g., ID 
card, security token, cell phone etc.), and something the 
user is (e.g., fingerprint, retinal pattern, DNA sequence etc.) 
[40, 41].  
 
The authentications process can include one of the above 
mentioned factors if only one component is used as a means 
of verifying customer identity; it is termed as Single-factor 
authentication. It is an easy way for customer to remember 
though if the component has been compromised the 
possibility of the user to lose the asset is very high [42]. Two-
factor authentication potentially provides enhanced security 
by combining two different authentication components; the 
advantage being that security can be maintained by one of 
the components if the other component is compromised [41, 
43]. 
 
For a positive and strong authentication, the security 
research has determined that elements from at least two, and 
preferably all three, factors should be verified however in 
General, the multifactor authentication that combines all 
three factors has not been widely applied [40, 41, 42]. To 
adhere with these research findings, the proposed system 
embeds all the three factors for authentication.  
 
In proposed system the customer mobile phone number 
being registered at the bank which fall under the something 
the user has, during the process of authentication the 
generated message will be send to the registered number 
with the detail of the requesting transaction. Upon the 
agreement or accepting the transaction as being originated 
from them then the customer will be required to enter the 
password, which is something the user knows. When the 

password is verified to be genuine the system will need to 
verify if the person responding to the real time messaging is 
the one known with the bank. This process will be done by 
capturing the finger print through the use of the mobile 
phone touch screen/camera, this determine something the 
user is. The authentication process of the proposed system 
has been depicted in the Figure 7. 

 
6.4 The assumption made under the proposed 

system 
 
The assumptions that were made in designing the proposed 
solution are as mentioned below: 
  

a. All signatories work in good faith to serve the 
interests of their company/institution and no 
personal interest being entertained. 

b. It assumed that the bank distribute the application 
to its customers handsets to ensure the security 
compatibility in their systems. 

c. It is also assumed that the message from the bank 
institution will be given higher priority by the 
mobile operators so as to ensure the messages are 
delivered on time at high speed (real time). 
 

7. CONCLUSION  

 
The mobile based authentication system has being presented 
in this paper which focus on the securing the customer banks 
account. The model requires all the transaction from the 
customer by any payment instrument used; it must get the 
final authentication from the registered mobile phones. If the 
system is implemented some threats will be minimized if not 
eliminated or reduced, these threats includes: phishing, 
identity theft, document forgery and man at the middle. The 
system includes all the available security features and 
implements the authentication feature through the use of the 
mobile phones of the customers’ signatories.  The focus of 
the future research will be to work on the implementation of 
the proposed system in the real environments to enhance the 
added security features of the system. 
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Mobile Network 

(GSM)

Application server &  

Firewall
Core Bank s Database

Transaction verification You started this Transaction? 

Password entered
Verify password validity

Scan your fingerprint

Verify fingerprint validity

Transaction has been effected

User authentication via Mobile 

phone

Something the user has

Something the user knows

Something the user is.

Terminate transaction

Terminate transaction
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Figure 7: The authentication process of the proposed system 
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