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Abstract: Information-Centric Networking (ICN) is set to replace tuerent internet architecture which is based on
endio-end communication between hosts. The ICN approachetmébwork of the future has recently been and is
being explored by a number of research projects from Esiegpe and Americ& his paper provides a review on three
Information Centric Networking (ICN) architectures based bjeais/contents naming, name resolution and data
routing. The review highlights and briefly describes taning structures, operation of name resolution and data
routing processes of DONA, Netinf and PURSUIT. A summarabular form and a comparative study of these three
architectures is also given in the paper
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1.INTRODUCTION
Information-centric networking (ICN) is the hot researitffrastructure which was meant for a huoshost
topic in recent years, with various research initegilike communication model. The increasing demand of network
DONA [1], CCN/NDN [2][10][16] PSIRP/PURSUITend -users towards accessing and delivering contents with
[31[41[8][11][12], 4WARD [13], CONVERGENCE[15], high volume of digital contents like movies from
Netinf [9], SAIL[17],COMET [5-7][14]), MobilityFirst YouTube,time-shift televisions, high definition Video on
[18] and ANR Connect [19] targeting this emeggibemand (VoD), photos e.t.c is the one which have driven
research area with the aim of shifting from the currémt shift from the current internet architecture toeav
Internet architecture which is built and designed for é&-haschitectural plan of the future Internet called Infariora
to-host communications model. The Internet architect@entric Networking(ICN).ICN targets and puts emphasis
today has experienced rapid growth in network traffictof content objects to be cached/stored in the network
which most of the traffics are characterized by theamnnodes or routers and also to be accessed anywhere
retrieval applications running on top of the Interrdifferent from the current architecture where content are
architecture. The Internet has grown tremendously vetbred and accessed from the hosts like servers[17].End
many new applications being deployed in order to fulfiders in ICN are only interested in the content or tbjec
the new requirements from the architecture. Théself in steady of a server location. Indeed, ICN
requirements includes the needs to support distributiomrchitecture is meant to enable in-network storage for
contents in a scalable manner, transparency cdohing contents, decoupling a content sender/publisher
applications, security issues, mobility and many maied receiver/subscriber and also to enable multiparty
others [21]Many applications like the MoblielP, whictkommunication through replication [20].
have been deployed to run and serve the needs ofTltige main purpose is to have a reliable distribution of
current Internet requirements adds some complexity ematents through an efficient communication platfemal
seems to be only the temporal solutions because thay tservices provision which is available in dedicatedesyist
run and match on the architecture which is built gndb like proprietary content distribution networks and peer-to
a hostto-host communication model [20][22].Thpeer (P2P) overlays. The concept behind ICN is to develop
contents or objects delivery solutions today frannetwork which will interprets, processes, and dediver
producers or publishers to subscribers/consumer invob@gents/information/objects automatically and
technologies like Content Delivery Networks (CDNshdependently of its physical location [23]. ICN is to
peerto-peer networks and other players such as Ciddlace the host addresses with content names whiich w
providers, Internet Service Providers(ISPs) and Contenexchanged upon user requests or demands and network
Providers. However, the current internet content deliveoynponents like routers will be equipped with storage
today suffers from heterogeneity problems becausecdgabilities. Since the content names will be decoupled
evolution and deployment to the current InterfiEdm host addresses, then, it will remove the rolehef t
architecture has been triggered by the market needs rativeent IP address which plays as an identifier and a
than the coherent internet architectural plan. In anfdid locator. By directly naming contents, it will enable in
that, the caching solutions proposed in the current intemedtvork caching (routers to store contents) which usth a
infrastructure have some inefficiency since they aesults in the improved delivery of popular contents in the
matching the content centric problem to a network Internet. In addition, each content will now be
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authenticated and identified uniquely with no any netweiproaches as shown in Table 1 which stipulate a number
host associations [29]. of research projects with the links to their official
The key functionalities and general features in all I@Mbsites. This attention is also verified by the récen
architectures arenaming, Name resolution and data establishment of the Information-Centric Networking
routing, mobility, Caching and Security [24-28]. Research Group (ICNRG)ttp:/irtf.org/icnrg within the

The future Internet architecture (ICN) has drawn attentioternet Research Task Force (IRTF) [28]. However,

to the Internet research community and the resedhelse ICN project are still in an ongoing process to
community has made an increasing interest in the I@Nelop the future Internet architecture.

Table 1: Major ICN Research Projects for the Future Intékrehitecture.

Project Website Project Sponsor Time Frame

TRIAD[49] http://gregorio.stanford.edu/triad/ | United States of America | Jul 1999-Dec 2002

DONA[1] http://www.sigcomm.org/node/2633| University Califonia No data collected
Berkeley

AsiaFl http://www.asiafi.net/ Asia Sept 2007-

COMET([14] http://www.comet-project.org/ Europe Jan 2010-Dec 2012

ANR http://www.anr-connect.org/ French Funded Project Jan 2011- Dec 2017

Connect[19]

Convergence[15] http://www.ict-convergence.eu/ Europe Jun 2010-Feb 2013

GreenlICNJ[51] http://www.greenicn.org/ Europe Apr 2013~ Mar

2016

NDNJ[16] http://www.named-data.net/ United States of America | Sep 2010- Aug
2013

NetInf[50] http://www.netinf.org/ NSA-FA Program Jan 2008 - Jun201Q

PSIRP[11] http://www.psirp.org/ Europe Jan 2008-Jun2010

PURSUIT[12] http://www.fp7-pursuit.eu/ Europe Sep 2010-Feb 2013

AWARD[13] http://www.4ward-project.eu/ Europe Jan 2008-Jun 2010

SAIL[17] http://www.sail-project.eu Europe Aug 2010-Jan 2013

MobilityFirst[18]

http://mobilityfirst.winlab.rutgers.ed

NSA-FIA Program

Sep 2010-Sep 2013

This paper illustrates three ICN architectures nammdturned address to establish the #@mdnd

DONA, NetInf and PURSUIT with focusing only in threeommunication session. This is a location dependent

ICN features which are Naming, Name Resolution andinly on IP address which faces problems to archiving

Data Routing. The rest of this paper is organizedthas persistence and services availability requiremdmts.

follows: Section 2 provides a brief description of tkties manner, three features under naming in ICN have

naming, name resolution and data routing in ICN. Secti@en proposed [28] which ar@ame-data integrity that

3- 5 gives in depth explanations of the mentioned IE€Mablish a verifiable binding between the objed &8s

architectures. Section 6 summarizes the highlighted paatse;object authenticity which ensures authentication of

of the descriptions by giving a comparative study of tleeeived objects to a receiver in such a way that the

three ICN architectures. Then section 7 concludes tileeived object represent the actual object published on

paper. the network and thebject’s provenance which enables to

know who published the object on the network.

The proposed naming mechanisms of ICN architectures
ROUTING OF ICN. are location independent. These proposed naming ssheme

2.1 Naming in ICN in ICN are:

The main abstraction of ICN is the Named Data Object Hierarchical name space-Which has a similar

(NDO) which includes webpages, videos, photos, structure like the URL.

documents, live streaming and interactive media [28]. @uivantages

of the ICN feature is Naming. Naming data objects isan It enables routing information aggregation.

important aspect of ICN. Since names are usedb)to The routing system is improved in terms of

indentify NDO independent of its location then, ICN needs scalability.

unique names for every NDO [28].The IP address in éhe Flat and Self-certifying namespace:-means that the

current internet architecture performs a key role between name-data integrity is to be verified with no need of a public

parts in communication.The current emeknd key infrastructure (PKN[28]. Flat naming offers

communication paradigm performs two separate sessionsuniqgueness and persistency.

in the process of establishing a communication. Thée finsgeneral, naming mechanisms in different ICN designs

step is to resolve the name to an IP address and themasyarange from flat to hierarchical and sometimesrothe

separate session, send a communication request usingpitv@aches employ the human readable naming scheme
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which enables a user to type the names manually &RIATA ORIENTED NETWORK ARCHITECTURE
retrieve contents according to his or her needs [21] (DONA) NAMING

2.2 Name Resolution, Data Routing and Forwarding in/CN DONA [1] proposes to use names which are flat,
ICN manages the process of routing and forwarding NBRplication-independent,  location-independent ,globally
packets through two different steps namely the na#iilue[21] and a self certifying naming scheme with a
resolution which is a 2-way mechanism and the Naifgolution infrastructure that is organized in a hieraathi
Based Routing (NBR) which is just a 1-way mechanigtanner which intend to achieve three basic objectives
[30]. namely: a reduced users’ request latency, persistence and
The Name Resolution step enables a subscriber/custonfépvenance of contents [30].Every contents or objects in
to search for NDO by using names. The first step isap RRONA have an association with a principal and all names
the name and the source locators where the NDO igistogde the form P:L where P represents the cryptographic
[31], the second step is to forward the request mesd@ge of the owner’s public key[21] and L represents a
from the subscriber to the source. However, this g-d@el that identifies uniquely the contents with respect t
mechanism is called the Name Resolution System (NH$)principal P[30].
for providing translation. One of the drawbacks of tHi§ €xample of naming scheme in DONA is shown below
mechanism is that, the NRS itself become a pointFileType <String>: docx
failure which can results into many of the NDO publisheaper title<String>: Review of Naming in ICN
and registered on that NRS to be unavailable[31]. The difhor <ListofString>: Alcardo Alex
advantage of this approach is that, it ensures subsstipd Nstitution <Sring>: Chongqing University
find the requested NDO because NRS are providing Yg& <Integer>: 2014
pointer to the NDO source. 3.1 Name resolution and data routing
Name-Based or Data Routing is a 1_Way mechanismThe Resolution Handlers (RHS) which are the SpeCiaIiZEd
where the NDO request is forwarded by content roufggvers performs name resolution in DONA. Every
(CR) and the CR decides locally the next hop of the NBajonomous System (AS) has more than one logical RHs
request based on NDO name[31].According to cMélich are connected to each other forming a hierarchical
[32],there are two types of routing models in ICN desfg@me resolution service[21][28].The inter-domain
approaches which are: routing solutions is built together with the hierarchica
a) Unstructured Routing Model that works similar toresolution systems so as to enable the name resolutio
the current IP routing but with some modifications. and data routing through the data routing policies
b) Structured Routing Model which utilizes the €stablished between two or more ASs.
Distributed Hash Table (DHT) to provide a lookupgure 1 below shows the mechanism of data routing and
and routing service [31][32]. name resolution in DONA.
In principle, name resolution is the process of mappingldte publisher or principal or owners of content is
matching a content name to a publisher/provider/sotggPonsible to publish the NDOs into the network where
which can then provide the requested content. Data roul®@es that are authorized to provide contents or
is the process of making a required path for transferfifgrmation have to register to the resolution infracfiure
the content/information from a publisher up to tM&ich consists of RHs.
subscriber/customer. The publisher or principal sends a
The name resolution and data routing in ICN design B&{3ISTER message with the content’s name to its local
be integrated together to form ceupled approach where RH, the RH stores the pointer to the principal P asvsho
the requested content bysubscriber is routed to contefy arrow 1.The local RH of the principal then sends
providers and then thiprovider sends the content back t@formation of this registration to other RHs whiate in
the subscriber by using the reverse path over whichtfigesame domain through their established data routing
request was forwarded[21].When the two functions areR@icies in the network (see arrow 2-3). After receiving t
integrated together, it form thiecoupled approach where registration sent by the local RH of the principal, each
there are no restrictions on the path that will bedus peering RH then stores a mapping of object’s names and
forward data to and from a subscriber to the Conm address of the local RH which were forwarded by the
publisher/provider [21].The ICN design models for tR&blisher during registration.
future internet architecture available so far have propoddds registration continues up to tier-1 providers which
different naming system as well as different data routitpbles RHs in tier-1 to become aware of this publisher
processes. Some ICN architectures perform ndRstration throughout the whole network. On the
resolution and data routing separately in such a way Syfscriber part, a FIND message is sent to its local RHs
they perform name resolution first and then perform défch forwards the request to RHs peers to find a content
routing. Other ICN proposals tried to combine the®@tching as shown in arrow 4 to 5.The pointers created
transactions together. The following section provideswhile publishing a registration from a principal are used
depth description of the naming, name resolution and #&@h the publisher of the content as shown in arromd6 a

routing process of DONA, PURSUIT and Netlnf ICK-This process becomes successful if the requested content
architectures is already published in the network.
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Figure 1. The DONA architecture.
However, subscribers/customers may request a wildddndticast channels can be supported in DONA which is a
FIND messages to ask for unchangeable data witmechanism that enables resolution handlers to ca@he th
specific label, regardless of its purveyor [21][28][30]. FIND message for duration of time until the message
3.2 Data routing: expires [21]. In this case, if another find message arrives
DONA takes two forms of data routing which ate the RH looking for the same message, then the RH
decoupled and coupled data routing. In the decoupled degaes these two messages into a single entry but with
routing, the traditional IP routing and forwardingultiple path labels for the responses [21]. In this manner,
mechanisms can be used to send back the requéséednulticast distribution tree is created and hence the
content to a subscriber after a content match froen rfulticast channels.
publisher. This requires the normal transmission schemes 4. PUBLISH SUBSCRIBE INTERNET
of network traffic and the established routing policies ' TECHNOLOGY (PURSUIT)

betv;/]een the}lbscr(jbers’ ASs and pul(ajlislherr’]s AS’s. The PURSUIT ICN design for the future internet
In the coupled data routing model, the FIND messag& iactyre is the continuation of the Publish Stbscr

from a subscriber, records every RH and the routegllynet Routing Paradigm (PSIRP)[11] which are both
traverses together with its associated sequences of Sed by the EU Framework 7 Project{21][31].The
that the request took to reach a publisher of the comeR ysrsUIT project have implemented the structure of the

the network. . ublish-subscribe protocol stack which will replate t
When a content match occurs to the publisher, the royle§iional 1P protocol  stack in the current internet

recorded in the FIND message will be used to forward fa&,itecture. The PURSUIT ICN architecture consists of
content back to the subscriber as shown in arrows 8'11three main functions as shown in figure 1
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Figure 2: The PURSUIT architecture [21].

The three core parts of PURSUIT are:- operates the TMF and one network domain has one TM as
o Rendezvous Function(RF) shown in figure 2 [21].

. Topology Management Function(TMF) C) The Data Forwarding Function(DFF)

. Data Forwarding Function (DFF). The DFF is performed on the Forwarding Node (FN)
a) The Rendezvous Function which is responsible for directing the information itémn

The Rendezvous function which operates at tRe subscriber who requested particular information.én th
Rendezvous Node (RN) is the most important part in féRSUIT ICN design the FN has capabilities also of
PURSUIT ICN model since it establishes a connectf@¢hing or storing an information item.

between the subscriber and the publisher for 4@k  Naming

information item on the network infrastructure. It ald®ie NDO in PARSUIT are called information items
initializes the information item delivery from the pisher [31].These information items are indentified by a unique
to the subscriber by directing the topo]ogy managen@'if of identifiers called the Rendezvous ID (Rld) and the
function to create a possible route for forwarding data tScope ID (Sld)SId is responsible to keep items of related
subscriber [31]. information together and the Rid is responsible to keep
b) The Topology Management Function(TMF and identify information of a particular item [33]s

The TMF is responsib|e for Creating a routing p0||cyj aShOWﬂ in figure 3, every information item must be in at
also to collect the topology information of its domait least one scope. The scopes are responsible to provide:
also performs the exchange of routing information with Policy and boundaries enforcement to an information
other topology management peers so as to enhance rot@ig[31].

of information globally. The Topology Manager (TM® Access right for each group of information items [31].
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approaches in the SAIL project of which the other omes a

Open Connectivity Services [37] and Cloud Networking
Sid1 Sld2 [38]
/ \ The NetInf project is mainly based on three core
! functionalities
Sld1 Sld1 Sld2 a) The idea of unique naming of information objects

without imposing a hierarchical naming structure like

the approaches used in 4WARD and DONA][39
b) Receiver-oriented transport as in CCN.

c) A multi-technology or multi-domain approach than
! can leverage different underlying network services
Rid1 Rid2 Rid3 Rid1 Rid2 and employ different name resolution/name-based
routing and transport mechanisms][39

Figure 3: Information item model of PURSUIT [11][31]5.1 Naming in NetInf
PURSUIT utilizes the flat naming scheme which hglse naming in Netinf takes a flat-ish [21] structure chhi
sequences of Slds and an RId. As shown in the PURS&H3bles a certain degree of flexibility similar toowse
information item model (see figure 3), a name of @entification in the current web today. The NetInf naming
information item takes a path from the root of the teeetherefore includes some Uniform Resource Identifier
the leaf node which actually is the RId. However, multigléRI) concepts and have developed the Named
names of an information item can be used to specify Itifermation (ni:) URI scheme that is specified by Stephen
same piece of an information item. i.e Sld2/Sld1/Rid2etral [40] and that of Philip et.al [41] for Internet drafis
Sld1/Sld1/Rid2 can be used to specify Rid2. shown in figure 4 below, the naming system proposed by
4.2 Name Resolution and Data Routing NetInf is a flat and self-certifying like inDONA and it
In PURSUIT, the name resolution and data routingcimsists of two parts which are A: L, where A is thenhas
implemented by a collection of Rendezvous Nodes (RN$)the owner’s public key and L is a label chosen by the
the Rendezvous Network (RENE), Topology Managsvner. This public-private key pair is taken as a binding to
(TM) and the Forwarding Nodes (FNs). According to [3#k content or an information object.
and [35],he RENE in PURSUIT, is designed and
implemented as a hierarchical Distributed Has |Type | A=Hash(PK,p) | L={attributes} |
Table(DHT).As shown in figure 2,the global RENE in
tier-1 connects together the RENEL in AS1 and RENEZFigure 4.The basic naming structure of Netinf [42]
in AS2. Every part in the structure can be considered as a hash
From figure 2 above, A publisher publishes informatiofiich then allows for self-certification. In additién that
item of identifiers (Sld, RId) to its local RN which isetht also allows different type of a string data type thenefo
owner of the scope as shown in arrows. T42e owner of allowing the normal Uniform Resource Locators
the scope is not necessarily to be in the same doanain(URLS)[39]. The Netinf requires that, a subscription have
therefore can also be a source RNs from other domign®atch with the publication only if the actual naome
such as RN from RENE2 in AS2.The subscriber whdtig network is found to be similar with the matchpagr
need of the same item specifies Rld and Sld in ordebatween that of the subscriber and a publisher otherwise
request for an information item and sends outarainformation object will seem to be missing. Iiseaf
subscription message through its local RN towards fiéting, names in NetInf can be hierarchical where reute
scope owner RN using RId as shown in arrow 3-6. can determine how to route an information object to a
The Topology Manager (TM) node in RENE 1 is thersubscriber by using the longest prefix matching
instructed by the RN to create a route that will contiegtmechanism similar to the one used in NDN][43
publisher and the subscriber for data delivery as shown 2 Name Resolution and Data routing in Netinf.
arrows 7-8.The START-PUBLISH route as a messagd li¢ Name Resolution function is the main part ofiiNet
sent to the publisher by the TM which will be utilized ICN architecture which utilizes the Name Resolution
sending the information items through a set of Forwardfygtem (NRS) to provide resolution services to Netinf
Nodes (FNs).The START-PUBLISH route is shown $tibscribers. The NRS can play also a function of a nhame
arrow 9-10. The information item which is forwarded pgsed routing system [397 specific NRS in [44] has
FNs, uses the Bloom Filter's Forwarding Identifier (FId) egen designed based on the Resolution EXchange (REX)
decide where to send the packet [36]. sub-system of Multilevel Distributed Hash Table
In PURSUIT, the RENE performs the process of resolvil§DHT).This specific NRS integrate the name-based
names or name resolution while the TMs perform the dé@awarding system in Netinf and the name resolution
routing process which is executed by the FNs [21]. function. It is used to show how the resolution process ca

be performed over a global network [39].

5. NETWORK OF INFORMATION (NETINF)  Requests and response messages from subscribers are
Network of Information (NetInf) is a part of the EU FR§rwarded and resolved for an information objects in
projects 4WARD and SAI[50]. The Netinf is one of Netinf design architecture. As in the current Internet
three “Scalable and Adaptive Internet Solutions” grchitecture which has multiple routing protocols, différe
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parts of the NetInf network may also have many differ@rtegrating the name-based routing and the aspects of the
requirements and therefore needing also multiple differesuine resolution, the Netinf can be able therefore ¢caus
routing protocols. In this manner, the Netinf IChybrid request routing or forwarding scheme. The
architectural design can be able to support differieneégration of name resolution and hame-based rouéing ¢
request or response and routing or forwarding proto@s support Late Name Binding (LNB) which is a strategy
like the Open Shortest Path First (OSPF) for local dosndiirat enables the name resolution process to be doae a
[43]. The design and implementation principles in Netirdde which is near to the current area of a moving
therefore enable an easy way of plugging a new ndrost[21][43][28].
resolution, forwarding or even a routing protocol. By

NRS

Netinf RS
NRS Netinf
L
Routing hints: : GET
e ] m—_—
Source A1.2, 1Al
— L
[ Application ]
il Routerg '
;Neﬁnf; GET
NBR
T DATA
| Cache | L Source

MNetinf

| cache

Figure 5: Final NetInf Architecture and message flow [43]

The NetInf ICN design can easily adapt to differegimilarities as well some differences in the naming, @am
network environments because of its capability to retri®esolution and the way data is routed from the client to
the information objects throughname resolution, name- the source. Table 2 shows a comparison of the three ICN
based routing as well as ehybrid operation[21][28].In design for the future Internet architecture
the case of name resolution, the publisher/sourcdD@NA has a flat naming scheme structure which consists
responsible to publish the NDOs through a registratiorobf principal and a label part. The names in DONA are
the name/locator binding to a NRS while in the casenet human readable and the granularity of NDO is the
name-based routing, the publisher/source is responsibf#ject itself. The name resolution is managed by the RHs
publish the NDOs by announcing routing information irndich are organized by the Autonomous System (AS)
routing protocol [43]. Figure 5 shows an example dfierarchy [21].The name-based routing via RHs handles
name-based routing, name resolution and the hyBlldNDO requests while the routing of NDO back to the
operation in NetInf. The requester through a GET mesgdigét follows the reverse path of the request.
resolve the NDO into a set of routing hints and canblbe a
to query NRS. Subsequently, the routing hints are usetladnf takes a flat-ish name structure. The name
retrieve an information object from available soungsing resolution and data routing in Netinf can be a coupled,
the underlying transport network such as the IPv4 netwdekoupled or hybrid operation. In the coupled case, the
as shown in steps B1-B4. Alternatively to that, thNE®O requests enabled to accumulate routing state during
requester can sends a GET request hop-by-hop betwasie resolution. In the decoupled case, the Distributed
NetInf routers/caches until a copy of an informatibjeot Hash Table (DHT)-based name resolution is responsible t
is found through the name-based routing as shown in stefsgn the content locator, and in the hybrid casendmee
Al-A4. resolution is responsible to return the routing hintsdeo
Steps A1.1-A1.2 shows a hybrid operation which occi@r@ssist the coupled operation [21].
when the router for example in step A2 does not hate PURSUIT takes a flat naming scheme which is not
sufficient information to perform name-based routing. himan readable as in DONA. Different from DONA, the
this case, the NRS therefore retunosting hints whichn name in PURSUIT consists of scope Id and the
are partial locators that can direct a GET messagme rendezvous Id. The NRS is responsible to match the
or more routes where more information about Si#scriber and a publisher of an information object. The
requested information object may be found [21]. NDO requests are handled by the NRS while the routing

of NDO back to the client is handled by the sounmées
6. SUMMARY AND COMPARATIVE ANALYSIS using a techniques which is based on bloom filters

OF THE THREE ICN DESIGN APPROACHES.  [21][36].

The three discussed ICN design approaches have some
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Table 2:Comparison of ICN Designs for the future Internet.

Comparison DONA PURSLIIT Netinf

Parameter
Flal naming schems

consising of Scope and

Henpdezvous parts

Fial naming scheme
consisting of AL parts

Flal naming scheme

M seraCe
Namespace consisiing of P:L parts

Human Readabilily MO O (i L)
T 1
Name Cartiliza Self-certifiad by a Packet lavel authentication Self-cartified by a
=REL= SrmcCator i =
- o oryptngraphic hash can be self -cadifying cryplographic hasi
Granutarity of NDO Objact Caject Object
! p
Mame Resolulon and Data| - g - 3 s o .
routing Coupled or Decoupled Decoupled Drecoupled
Mame Hesolution is > d Resolution
. ; : Resolution HandiarRH) Rendezvous Mode(RM) : 5
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