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ABSTRACT: Performing transactions using mobile devices is increasing rapidly in developing countries, Tanzania inclusive. USSD and SMS are among
the technologies widely used in conducting mobile transactions. These two technologies have their strengths and weaknesses from perspectives of
security of systems. They both utilize GSM Services and GSM Security is known to have inherent flaws in its encryption and authentication algorithms. A
description for these platforms is given in this paper of what they are, their modes of operations, and an evaluation of their security as related to mobile
banking systems. From the evaluations made; this paper suggests a method that is more secure for use in mobile banking systems. As a solution we
propose some security features being added to the existing systems in order to improve data confidentiality, message integrity and user authenticity. The
suggestions are based on the capabilities for the technology to accommodate these additional features to protect data that will supplement the protection

offered by the GSM.
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1 INTRODUCTION

According to GSMA industry group, the number of mobile sub-
scribers in the world was estimated to reach 6 billion by the
year 2013[1]. This increase in access to mobile services in the
developing countries has resulted into a growing competition
amongst telecom and banking industries. This in turn has led
them to introduce a number of value added services (VAS) in
order to acquire more of the market share and increase cus-
tomer loyalties. A number of mobile transactions have been
introduced in Tanzania that provide solutions for bill payments,
mobile phone recharge, and money transfers. The schemes
can be categorized into two main groups; mobile money sys-
tems that are offered by telecom companies and mobile bank-
ing systems that are offered by banking institutions. Example
of mobile money systems in Tanzania include M-Pesa offered
by Vodacom, Tigo-Pesa by Tigo, Airtel Money by Airtel, and
EzyPesa of Zantel Tanzania. The mobile banking schemes
include SimBanking offered by CRDB Bank, NMB Mobile of
National Microfinance Bank, ACB Mobile of Akiba Commercial
Bank, TPB Popote of Tanzania Postal Bank, and B-Mobile of
BOA Bank among others. Mobile Banking describes a scheme
that involves performing banking transactions using mobile
devices. This scheme allows a customer to request informa-
tion regarding the status of a personal account, and perform
other related transactions as described above. The overall
structure of the scheme for successfully performing a transac-
tion begins with a consumer on one side and ends with a bank
on the other. The other stakeholders involved include the Mo-
bile Network Operator (MNO) and the Technology Vendor. This
is illustrated in Fig. 1 below. There is a number of technologies
with which customers can access the services. This includes
WAP which is best described as mobile internet, Short Mes-
saging Service (SMS), Unstructured Supplementary Services
Data (USSD), and Interactive Voice Response (IVR). Two of
these technologies are described in this paper; the SMS and
the USSD technologies.

The Bank

. Technology Vendor
Mobile Network Operator

Fig. 1: Stakeholders in Mobile Banking System

GSM network is used widely in networking mobile connec-
tions. Its initial design was for use in voice communications but
as the usage of mobile phone increases, additional means of
data transmissions begin to be used; the most popular of
which being SMS. SMS Services are highly utilized in deliver-
ing mobile banking services. The initial design of GSM was
meant for subscribers to send non-sensitive messages. Ac-
cording to [2], Security considerations in terms of mutual au-
thentication, data confidentiality, end-to-end security and non-
repudiation were omitted with regard to the SMS service. Car-
rying sensitive customer financial details across GSM raises
issues of security as personal details become vulnerable to
security attacks. The security issues that exist in the GSM are
mainly the cryptographic issues related to encryption and au-
thentication algorithms. The A5 algorithm commonly used for
encryption in GSM has been reverse engineered[3], [4], [5], [6]
and the A3/A8 authentication algorithm have been spotted to
contain several flaws that makes it possible to break it [2], [5].
These security vulnerabilities in the GSM make the technolo-
gies that utilize SMS services susceptible to attacks if they do
not properly protect their data. Security issues in mobile trans-
actions because of utilizing GSM services include SIM attacks
and SMS attacks. Because USSD and SMS technologies both
utilize SMS services; they are both susceptible to these at-
tacks [7].
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2 SMS TECHNOLOGIES

2.1 SMS Overview

Short Messaging Service (SMS) refers to a wireless, radio-
based service for transferring short alphanumeric messages
among mobile phones on the GSM and UMTS cellular net-
works [8]. It was introduced in the wireless networks and was
included in the GSM standards in 1991 [9]. It is a two way
transmission service that makes use an SMS Center (SMSC)
that acts as a store-and-forward unit for messages. The send-
er can receive a notification for a success or failure of the
transmission thus providing a guaranteed delivery to the re-
ceiver. Moreover, a mobile handset is able to receive or send a
message any time, even when an active call is in progress. If
some failures occur, the message is kept in the network until
the destination is available. It also has special features of out-
of-band packet delivery and low-bandwidth transferring of
message. An SMS is formatted as a byte array that contains a
message header and body. The header section can be used to
attach different details that need to be sent along with the
message while the body contains the actual message. The
Message length is up to 160 alphanumeric characters and can
be converted to 70 ASCII characters using Base64 encoding.
SMS service can be used to provide some additional services
for mobile information services. This includes mobile electronic
commerce, mobile transactions, news, sports, and entertain-
ment services.

2.2 SMS Architecture and Operation

In its operation; the SMS architecture is as illustrated in Fig. 2
below. The necessary operations for supporting SMS are de-
fined by the Mobile Application Part (MAP) layer using the ser-
vices of the SS7.
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Fig. 2: SMS Architecture

A Short Message Entity (SME) is an element that can send or
receive messages. Subscribers compose and send messages
from a Mobile Station (MS) to the nearest Base Transceiver
Station (BTS). The SMS is sent to the BTS using On-The-Air
(OTA) interface; a standard used in wireless devices for
transmission and reception of application-related data [10].
The BTS then forwards the SMS to the mobile’s home SMSC
through the Base Station Controller (BSC) and Mobile Switch-
ing Center (MSC) over Signaling System No.7 (SS7). SS7 is
used by SMS service as a signaling channel to transmit data
grouping [8].If the SMS is exchanged between subscribers in
two different operators; the sender's SMSC repackages the
message into a Short Message Peer to Peer (SMPP) Protocol
format and forwards it using TCP/IP over private or public net-
works which are connected to the recipient's SMSC. After in-
ternal processing is completed, and interrogation for the desti-
nation location is done; the SMSC forwards the SMS over SS7

again to the nearest BTS around the identified destination.
Again, using the OTA interface the BTS forwards the SMS to
the destined Mobile Station (SME). The notification for delivery
follows the same path in reverse order. SMPP is a standard
telecom protocol for exchanging SMS messages between
SMSCs. The SMS Gateway Mobile Switching Center (SMS-
GSMC) receives an SMS from SMSC, interrogates a Home
Location Register (HLR) for route information, and delivers the
message to the visited MSC of the recipient's MS. Information
regarding previously initiated delivery attempts to a specified
destination that were unsuccessful is also kept in the HLR.
The HLR informs the SMSC to retry delivering the undelivered
SMSs when a mobile station that was previously unreachable
is recognized by the network to be active [9].

2.3 SMS Banking Solution

In SMS banking, a customer sends an SMS to request for in-
formation that contains a service command to a pre-specified
number. The bank will then respond with a reply containing the
specific information as requested. An SMS service is hosted
on an SMS gateway that connects to a service provider's SMS
Centre. An overview of SMS being used to provide banking
solution is illustrated in Fig. 3 below.
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Fig. 3: SMS Banking

A registered customer initiates the transaction by sending a
structured SMS (SSMS) message to the mobile banking ser-
vice that instructs the SMS gateway to submit the message to
the right SMS application [11]. The SSMS is sent to an SMS
short code and passes from the client's phone through the
GSM Network to the MNO SMSC. An SMSC stores this SSMS
and forwards it to the SMS Gateway allocated to the address
used by the Bank. The client's mobile number, forwarded by
the SMSC with the SSMS will identify the customer and be
used to return the response for the request accordingly.

2.4 Security of SMS

Despite being useful in conveying information to many reci-
pients at minimal costs, the security afforded by SMS is not
sufficient for financial transactions. This is because neither
encryption nor integrity check mechanisms are enforced dur-
ing its transmission across the GSM. Moreover, its nature of
operation to store-and-forward makes things even worse be-
cause of the number of locations where the SMS data is avail-
able to others in clear format [12]. As a customer issues a re-
quest for transaction by sending an SMS, a copy of that SMS
may be left on the handset and anyone with access to the cus-
tomer’s phone can see it. This creates a first point of vulnera-
bility. When it reaches the SMSC, it is also stored in plain text
making a second point of vulnerability. If a malicious attacker
gets access to the SMSC he can misuse the messages by
altering or adding some details for personal gain. The SMSC
then forwards the message to the bank’s mobile banking ap-
plication (which can be administered by a technology vendor).
At this point the message can be stored in encrypted or unen-
crypted forms adding a third possible point of vulnerability. The
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message is finally passed to the bank across a secured line,
and assumed to be stored in a secured banking environment.
Upon sending the transaction request to the bank, therefore,
the SMS creates three susceptible points of vulnerability
where SMS data is stored. This raises security concerns when
this data is seen by some unauthorized individuals.

3 UssD TECHNOLOGIES

3.1 Overview of USSD

The Unstructured Supplementary Services Data (USSD) is a
session-based, real-time communication technology for sup-
plementary services. USSD is used in sending messages
across a GSM network between a mobile client and an appli-
cation server. It operates much like SMS but its session-based
and interactive nature distinguishes the two. Unlike SMS, it
does not operate by store-and-forward and its turnaround re-
sponse time is much shorter for interactive applications than it
is for SMS [12], [13], [14]. This makes USSD much faster and
very cost effective as it involves simple operations that are
also handset independent (old handsets to most recent smart-
phones can all access the service). USSD applications are
characterized by menu-driven and interactive services and a
request is invoked by dialing a number that is composed of
asterisks (*) and hashes (#). Examples of these services in-
clude sports updates, movies, weather information, news,
stock market, reservation applications (for planes/trains/ mov-
ies, etc.), voting/polling applications, mobile account balance
checking and top up, and many others.

3.2 USSD Architecture and Operation

The USSD architecture is as illustrated in Fig. 4 below. When
the service is invoked, a real-time, interactive session is estab-
lished between a client and an application server on the net-
work. This allows data to be exchanged between the customer
and the service provider until the service is completed. A ses-
sion needs to be allocated to every transaction request; the
response for this request and the following series of requests
and responses in that session all share the same session ID
until the session is closed or times out [15]. The communica-
tion can be established even when a call is active because the
two services use different communication channels [14].
USSD services use signaling channel while call services use
traffic channels.
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Fig. 4: USSD Architecture

The elements comprising the mobile network to carry data
between the phone and the respective USSD application as
well as the communication protocols they use are illustrated in

Fig. 4 above. The MSC connects to the HLR via the SS7 in the
home network. SS7 link also connects the GSM network with
its components (VLR, HLR, and MSC) to the USSD Gateway.
SMPP is used for communications between the external appli-
cations and the gateway. The USSD Gateway is open for inte-
gration with other telecom systems as well as the internet.
USSD services are housed as applications in the network.
They can reside in the MSC, VLR, HLR or an independent
server that is connected using SMPP through a USSD Gate-
way [12]. Applications that are housed in the network are typi-
cally those which are under control of the mobile operator and
the third-party applications are located in other telecom sys-
tems including the internet. When a message is not destined
for an application in the VLR, MSC, or HLR; it is routed to the
USSD Gateway by a USSD handler in these nodes using MAP
protocol. The USSD code is interpreted by the gateway and
routed to the corresponding USSD application server that con-
tains the information requested by the customer. The relevant
information is sent back by the application to the gateway
which then formats the message into MAP and forwards it
back to the user. USSD modes of operations can be catego-
rized into two groups; the mobile-initiated operations and the
network-initiated operations. A session is created between the
mobile terminal and the network for all information transfers in
a mobile-initiated operation. Also, an application in the network
(as well as in the external application server) may at any time
send a message to a mobile station in a network-initiated op-
eration [14]. In both cases, the session must be released upon
completion before another session starts.

3.3 Banking using USSD

The use of USSD in mobile banking is invoked by a registered
customer and the request is received by the USSD Gateway
through the MNO as shown in Fig. 5 below. The gateway for-
wards the request to the application server that communicates
with the bank to service the requested transaction. The server
response is returned through the MNO containing either the
information requested or a text based MENU that requires a
customer to choose the desired option by entering the corres-
ponding number.

USSD Gateway

1]
/

GSM Network

plication Sei

|

Customer

Fig. 5: USSD Banking

3.4 Security of USSD

Despite the convenience offered by USSD to customers in
accessing banking services; the technology is not without its
associated security risks. When compared to SMS, USSD is
considered to be relatively more secure because no copy of
the message is stored on customer’s phone or at the SMSC. A
single session is established between the mobile terminal and
the application server, and at the USSD gateway the message
is encrypted preventing data to be misused between the gate-
way and the server. The big risk lies on the fact that data car-
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ried within the communication channel is not itself encrypted
[11]. If GSM encryption is broken, this data can be then be
accessed [12]. As it has been mentioned earlier, the A5 en-
cryption that is used in GSM has been reverse engineered and
thus leaving USSD data vulnerable to attacks because mes-
sages are not encrypted on the GSM backbone [5]. Moreover,
GSM encryption is only applied between the mobile terminal
and the base station; across the rest of the operator’s network,

the message is in plaintext [16].

3.5 USSD versus SMS Technologies

As much as USSD resembles SMS in its operations; the two
technologies have some unique distinctive features that diffe-
rentiate them. Table 1 below summarizes the comparison be-
tween USSD and SMS technologies.

TABLE 1: Comparison between SMS and USSD

Features SMS

USSD

Communication Protocol SS7
Payload Length

Analogy E-mail Application

Communicating Entities :
pient

Communication Charac-

teristics

Use of signaling channels YES

SMSC involved

Involved Operating Costs

volvement

Less secure

Security

160 alphanumeric characters

From phone to SMSC then to reci-

Uses store-and-forward operations

More costly because of SMS in-

SS7

182 alphanumeric characters

Chat Application

Between phone and application
server on the network directly
Real-time, menu-based continuous
sessions

YES

No SMSC is involved

Less costly (direct from mobile to
server)

Relatively more secure

4 SURVEY RESULTS AND DISCUSSIONS

4.1 Survey Analysis and System Modeling

A research survey that was done in telecom companies and
banking institutions in Tanzania revealed that many banks
adopt the USSD technology in their mobile banking services
provision. Situation analysis revealed a number of areas that
are most vulnerable for security attacks. These include at the
client end, in the communication channels, and on the server
end. These vulnerabilities are illustrated in Fig. 6 below and
can be summarized as lack of end-to-end security for the data
being transmitted, vulnerabilities in the authentication mechan-
isms, and vulnerabilities in the application server security poli-
cies.

Client Side Server Side

Communication Channel

o/;’

Communication Channel [

B///

- Lack of Confidentiality

:} Lack of Integrity Checks Vulnerabilities in
BUSINESS RULES

- Uncontrolled Periodic

Change of PIN

- Uncontrolled usage of a
Default PINs and one’s
year of birth

- unmasked user PIN characters

- Simple 4 digit numerals PIN

Fig. 6: Security Vulnerabilities in existing systems

The PIN characters entered by a customer on one’s phone are
not masked, thus being visible to someone who may be
watching. Also, the PIN used is only 4 digit numerals which
can be easy to guess. Moreover, there is a lack of data confi-
dentiality as data is not encrypted between the customer and
the server and there are no mechanisms for integrity checks.
Additionally, the security policies in the application servers

leave some vulnerabilities which can be exploited to perform
attacks on the system. Periodic changes of PIN are not en-
forced, and the use of a system’s default PIN is allowed in
some systems. To address these vulnerabilities; a model was
designed to cater for enhanced security controls. The features
to be included in the model included encrypting data across
the communication channel to ensure end-to-end security,
calculating message digests for message integrity checks,
increasing the domain of characters to be used in a PIN (mix-
ture of letters, symbols, and numbers) and masking the PIN
characters as they are being typed in. Along with these; the
improvements to be made on server security policies include
enforcing periodic change of PIN, prohibiting the usage of
someone’s year of birth as a PIN, and restricting the use of a
system’s default value as a PIN. These features along with
other processing involved in sending a secure SMS are illu-
strated in Fig. 7 below.
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Fig. 7: Client and Server Side Security Processing Mechanisms

4.2 Discussions

In this section we discuss the capabilities for the SMS and
USSD technologies to accommodate the proposed enhance-
ments in the model. With USSD; the server application pro-
grammers are given flexibility to give the USSD gateway the
contents to forward along with instructions whether the session
still continues or it has ended. User inputs on the mobile
phone largely depend on the USSD implementation for a par-
ticular phone as different phones have different USSD imple-
mentations. In order to incorporate these features in USSD it
depends on the USSD gateways and mobile phones manufac-
turers. In order to mask PIN characters, it depends on the type
of input field given to the phone by the gateway; whether a
simple text field or a password field. This comes down to the
manufacturer incorporating a feature in the USSD gateway to
command for different input fields as it forwards the contents
to the phone. Again, encryption and decryption on the phone is
not supported with the current USSD implementations. The
client is given a MENU of options from which one makes a
choice; there is no room for cryptography application unless
the USSD implementation on that particular phone requires
encrypting the responses prior to sending them. Still, this relies
on the phone manufacturer to be affected. We see therefore
that; to incorporate the enhanced security features in the exist-
ing USSD technology, it would rely on the interventions of mo-
bile phones and gateways manufacturers. This seems to be a
long shot because different manufacturers have different stan-
dards in their products. The case is different for SMS because
of its asynchronous nature. A java application installed in cus-
tomer’s phone can be used to provide the added features. The
application will be used to capture the security details, gener-
ate a secure message and send the SMS via GSM. The client
application will have a corresponding server application to re-
ceive and process the customer’s requests. The minimum re-
qguirement for the customer to use the application is a mobile
phone that supports JAVA. Many people in Tanzanian com-
munities have access to these phones that are equipped with
standard built-in Java Virtual Machine (JVM) to support java
applications among other things. The java application shall
handle the cryptographic operations (encrypt/decrypt and cal-
culating message digests), and conceal user’s inputs. With

SMS, therefore, we need only a mobile application installed
and no intervention from manufacturers is needed. Despite
being relatively less capable to support these additional fea-
tures, USSD however, remains to be a more convenient tech-
nology for applications in which quick responses are of es-
sence. Also USSD provide handset independent solutions and
it is highly cost effective. For those applications not involving
very sensitive information (like financial and military informa-
tion), USSD provides a best solution. Furthermore, the securi-
ty flaws of the GSM have been addressed in higher genera-
tions above the 2G systems; i.e. UMTS, EDGE, 3G and
above. 3GPP have replaced the weak crypto proprietary algo-
rithms (COMP128, A5/1, A5/2) with a stronger encryption algo-
rithm, KASUMI. This algorithm has been rigorously peer re-
viewed making it more agreeable, and encryption has been
extended from the mobile to the base station controller instead
of ending at the BTS. Service providers can therefore choose
to utilize the higher GSM generations to handle the mobile
transactions instead of 2G. This option will render them to in-
cur more expenses and will reach a small number of custom-
ers, only those in townships where the coverage of these sys-
tems (3G, etc.) is prevalent. Those users in remote areas hav-
ing access to 2G only will be denied of such services.

5 CoNCLUSION AND FUTURE WORK

A description for SMS and USSD technologies has been given
along with their security strengths and weaknesses. USSD’s
security is relatively stronger when compared to that of SMS
because of its session-based nature. However, the security
flaws in GSM network that is utilized by both of these technol-
ogies call for additional security mechanisms being incorpo-
rated to supplement GSM security. This study has revealed
that SMS is more capable to accommodate these additional
security features than USSD. For USSD to accommodate
them, intervention by mobile phones and gateways manufac-
turers is needed while SMS only needs a JAVA enabled mobile
phone. Therefore, SMS is deemed to provide a better security
solution for mobile transactions over GSM as compared to
USSD. SMS can utilize a java mobile application to provide
the required confidentiality and integrity of SMS messages
while improving user authenticity as well. A detailed model and
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its implementation for enhanced security controls in mobile
banking systems in Tanzania are yet to be done. The choice of
appropriate cryptosystems, key management schemes, testing
and validation of the model are the directions for our future
works.
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